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PRINCIPAL DEPUTY DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

E/S 00563
MEMORANDUM FOR:  Distribution -
SUBJECT: DNI Special Security Center and Senior Officials of the
' Intelligence Comniunity Roles and Responsibilitics under
DCI Directive 6/8 - ‘
REFERENCE: ' (UI/FE)QO) Director of Central Intelligence Directive (DCID) 6/8

(Unauthorized Disclosures, Security Violations, and Other
Compromises of Intelligence Information, dated 9 December 2002)

(UIW&BLO) Unauthorized disclosures and leaks to the media of classified intelligence
information, specifically regarding sensitive sources and methods, is a major problem for the
Intelligence Community. Unauthorized disclosures allow our adversaries to learn about, deny,
counteract, and deceive our intelligence collection methods, imposing enormous costs on the
Community both in texms of resources as well as, on occasion, lives. If the Intelligence '

- Community is to be effective in obtaining information secretly and preserving it from
unauthorized disclosure, Senior Officials of the Intelligence Community (SOIC) must make
preventing and combating leaks a priority.

(UIIFbQO) To this end, I reaffirm DCID 6/8 as a guiding directive in the effort to protect
classified intelligence information. DCID 6/8 emphasizes the responsibility of SOICs to protect
classified information and to establish effective policies and procedures to deter, investigate, and
promptly report unauthorized disclosures, security violations, and other compromises of
intelligence information. DCID 6/8 also emphasizes the responsibility of SOICs to take prompt -
protective and corrective actions.

(UI/FO({O) The Special Security Center (SSC) was established to oversee and strengthen
security in the Intelligence Community and other agencies that process or hold sensitive
classified intelligence information. In particular, SSC focuses on strategic planning and
adherence to Intelligence Community Directives,

'(UIIFbHO) Therefore, I designate the SSC as the Intelligence Community’s focal
point. I also designate the Office of the DNI as the action office for supervising the
implementation of and compliance with DCID 6/8. The SSC will be the ODNI ¢lement
responsible for reporting incidents of significant unauthorized disclosures, security violations,
and other compromises of intelligence information as outlined in DCID 6/8. To keep the DNI
fully informed of significant unauthorized disclosures and leaks to the media, SOICs will:

. (UI/FbQO) Upon discovery of a potential DCID 6/8 incident, provide a DCID 6/8

Initial Incident Report to the SSC, giving pertinent data on what occurred,
" component(s) and/or agency(ies) involved, points of contact (POC) for the
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investigation, classification of the information compromised, the identity of and
coordination with data owner(s), individuals having access to the information,
information technology systems involved, initial coordination between the agencies,
and actions taken. :

. (UIIFE){{O) Provide status reports at 30-day intervals or more frequently as required
by the incident. ' ‘

¢ (U//FOYQ) Provide a DCID 6/8 Final Incident Report to the SSC, detailing the
incident, outcome of the investigation, and disposition of the case. The Final Incident

~ Report should also include coordination of a damage assessment by the National

Counterintelligence Executive, This report will detail actions taken by the SOIC to
prevent recurrence, as well as changes to policies and procedures to strengthen
security and counterintelligence programs.

(U) SOICs may contact one of the following SSC officers to report a DCID 6/8

incident:
Deputy Director. Oversight and Liaison Division
Non-Secure Telephone: ,
Secure Telephone| [
IC E-Mail: | |
Unclassified E-Mail: | |

STE:

S S R (b)3)

| Oversight and Liaison Division

Non-Secure Telephone:
Secure Telephone: | |
IC E-Mail] |

UnclTssi.ﬁﬁd_FcMai.ld_’ I
STE: : |

Michael V. Hayden - Date
General, USAF
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PRINCIPAL DEPUTY DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

E/S 00108

MEMORANDUM FOR: Distribution

SUBJECT: | | (U) Advising the Office of the Director of National Intelligence
' {ODNI) of Possible Violations of Law, Regulation, or Policy

AUTHORITIES: 1. Intelligence Reform and Terrorism Prevention Act of 2004,

2. Executive Order 12863, “President’s Foreign Intelligence
Advisory Board,” dated 13 September 1993;

3. Memorandum of Understanding: Reporting of Information
Concerning Federal Crimes, executed August 1995 by the
Attorney General; Secretary of Defense; Director of Central
Inteiligence; Director, National Security Agency; Director,
Defense Inielligence Agency; Assistant Secretary of State,
Intelligence and Research; Director, Office of Non-Proliferation
and National Security, Department of Energy;

4. Director of Central Intelligence Directive (DCID) 6/8,
*Unauthorized Disclosures, Security Violations, and Other
Compromises of Intelligence Information,”

dated 9 December 2002,

Potential violations of law, regulation, or policy are of considerable concern to the
Director of National Intelligence (DNI). While every violation is a serious matter, we are
particularly concerned about unauthorized disclosures of classified intelligence information that
may reveal or compromise intelligence sources and methods. Section 1011 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (IRTPA) provides that the DNI shall ensure
compliance with the Constitution and laws of the United States by the CIA and other elements of
the Intelligence' Community (IC) through the host executive departments that manage the
programs and activities that are part of the National Intelligence Program, See Section
10ZA(f)(4) of the National Security Act of 1947, 50 U.S.C. § 403-1.

The ODNI is dedicating extensive resources to both understand the scope of potential
violations of iaw, regulation, or policy within the IC and to initiate programs to reduce the
incidents of these occurrences. The ODNI Special Security Center {SSC) will work together
with the ODNI Office of the General Counsel {OGC) to review potential violations in the
Intelligence Community and make appropriate recommendations to the DNIL. The SSC will act
as the ODNI’s focal point for addressing issues concerning unauthorized disclosures of classified
information in coordination with ODNI OGC., :
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SUBJECT: (U) Advising the Office of the Director of National Intelligence (ODNI) of Possible
Violations of Law, Regulations, or Policy

In order for the DNI to fulfill his statutory obligation to ensure compliance with the
Constitution and other laws, and to enable my office to develop and implement programs to
assist your Agency, I need to be aware of the range of potential issues facing members of the IC.
Therefore, I am directing SOICs to do the following:

e, Effective immediately, and on an ongoing and continuing basis, provide the SSC with a
concurrent copy of each crimes report of each instance your Agency reports a possible
unauthorized disclosure of classified information to the Department of Justice (Dol).

» Keep the SSC advised of the status of your internal investigation into the unauthorized
disclosure, any administrative action you propose to take against an identified leaker, a
copy of the completed DoJ 11 questions and the progress of Dol’s investigation, if any.

"o Provide the SSC with copies of all crimes reports and completed DoJ 11 questions
concerning unauthorized disclosures/leaks forwarded to DoJ for the calendar years 2004
and 20035, to date. '

By separate correspondence, provide to ODNI OGC information regarding activities that
your agency reports to the Intefligence Oversight Board (IOB) that may be unlawful or contrary
to Executive Order or Presidential directive pursuant to Executive Order 12863, “President’s
Foreign Intelligence Advisory Board,” dated 13 September 1993, as amended. As with [OB
reports, information should be provided on a quarterly basis (a photocopy of your agency’s IOB
report will satisfy this request).

SOICs or their designates may provide the crimes reports to either of the following:

| Deputy Director, Oversight and Liaison Division

Non-Secure Telephone:

Secure Telephone: |

IC E-Mail:| |
Unclassified E-Mail: | ]

STE: e R
)

Dversight and Ligison Division

Non-Secure Telephone:
‘Secure Telephone: ‘
- IC E-Mail: | [

Unclassifi -Mail: | -
STE: - »
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SUBJECT: (U) Advising the Office of the Director of National Intelhgcnce (ODNI) of Possible
Violations of Law, Regulations, or Policy

SOICs or their designates may provide the reports of potential IOB violations to: |

L bjﬁ&é of the General Counsel

Non-Secure Telephone: '
Secure Telephone:
IC E-Mail:

Unclassified E-Maii:] l

I thank you in advance for your cooperation in this matter and look forward to working
with each of your agencies to help develop comprehensive solutions to the issues we face as a
Community.

WW//X;L”&J 2 _/74/' X/

Michael V. Hayden " Date
General, USAF

References: (2):

Reference A: (U) Memorandum of Understanding: Reporting of Information Concerning Federal
Crimes, executed August 1995 by the Attorney General; Secretary of Defense; Director of
Central Intelligence; Director, National Security Agency; Director, Defense Intelligence Agency;
Assistant Secretary of State, Intelligence and Research; Director, Office of Non-Proliferation and
National Security, Department of Energy.

Reference B: (UIIFOHQ) DCID 6/8, “Unauthorized Disclosures, Sécurity Violations, and Other
Compromises of Intelligence Information”, dated 9 December 2002,
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SUBJECT: (U) Advising the Office of the Director of National Intelligence (ODNI) of Possible
Violations of Law, Regulations, or Policy '

External Distribution:

1 - Director, Central Intelligence Agency

1 - Under Secretary of Defense for Intelligence

1 - Assistant Administrator for Intelligence, Drug Enforcement Agency

1 - Director, Defense Intelligence Agency

1 - Director, Office of Inteliigence, Department of Energy

1 - Director, Federal Bureau of Investigation

1 - Acting Assistant Secretary for Information Analysis, Department of Homeland Security
1 - Director, National Geospatial - Intelligence Agency

1 - Director, National Reconnaissance Office

1 - Director, National Security Agency

1 - Director, Office of Naval Intelligence

1 - Assistant Secretary for Intelligence and Research, Department of State

1 - Assistant Secretary for Intelligence and Analysis, Department of the Treasury -
1 - Director, US Air Force Intelligence

1 - Director, US Army Intelligence

1 - Director, US Coast Guard Intelligence

1 - Director, US Marine Corps Intelligence
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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
INSTRUCTION NO. 2007-5

SUBJECT: (U) OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE

* RESPONSIBILITIES AND PROCEDURES FOR REPORTING AND INVESTIGATING

ACTUAL OR SUSPECTED UNAUTHORIZED DISCLOSURES, INCLUDING MEDIA
LEAKS, OF CLASSIFIED INFORMATION

1. (U) PURPOSE: This instruction codifies the responsibilities and procedures for all Office of .
the Director of National InteHigence (ODNI) personnel (staff employees, military, contractor,
and detailees) assigned to the ODNI for reporting and investigating actual or suspected
unauthorized disclosures, including media leaks, of classified information (“unauthorized
disclosures”) contained in ODNI documents, oral communications, or any other media,
electronic or otherwise. - Any questions concerning the implementation of this instruction should
be directed to the ODNI/Special Security Center (SSC).

2. (U) RESPONSIBILITIES AND PROCEDURES
A. (U) ODNF/Personnel shall:

(U) Immediately notify the SSC if they are aware of, or have reason to suspect, an
vnauthorized disclosure of classified information. While we must share classified information
within the Intelligence Community (IC) in order to accomplish our mission of defending the
Nation, the release, inadverient or otherwise, of classified information to unauthorized
individuals outside the IC can undermine our efforts and rapidly resuit in the loss of critical
capabilities, resources, and even lives. It is every individual’s responsibility to share and
safeguard classified information appropriately, and the responsibility of assigned ODNI security
officials to determine when and if an unauthorized disclosure has occurred.

B. (U) ODNFV/SSC shali:

(1) (UIIFBL@) Prepare a “Flash Report” of initial notification of each incident, for
appropriate distribution, to include the ODNI's: Deputy Director of the Intelligence Staff,

_ Assistant Deputy Director of National Intelligence for Security (ADDNI/SEC), Office of General

Counsel (OGC) and Office of Security (OS).

2) (UIIF&:IQ) Create and maintain individual case files and the SSC incident-tracking
database. -
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(3) (U) Conduct prelmunary and subsequent investigations within the ODNI and
coordinate with other IC agencies whose information may also have been disclosed.

(4) (U/IFOUQ) Assist the OGC with preparation of the Crimes Report and/or the
Department of Justice (DoJ) “11 Questions,” as appropriate; coordinate with, and assist, DoJ as
necessary. .

(5) (U) Coordinate with the ODNI's: Office of Legislative Affairs, Office of Public
Affairs, and National Counterintelligence Executive, as appropriate.

(6) (U) Provide periodic status reports to the ADDNI/SEC.

(7) (U) Ensure that deficiencies in pohcies. processes, and/or procedures contributing to
disclosures are identified, corrective measures are proposed, and related policy changes are
appropriately coordinated.

(8) (U) Provide guidance to ODNI components for reporting unauthorized disclosures.

(9) (U) Ensure that ODNI policies and procedures provide for the execution of the full
range of available actions against those who make unauthorized disclosures.

(10) (U) Propose and coordinate requirements for additional ODNI security training and
awareness programs.

C. (U) ODNI/OGC shall:

(¢3) (UI/FBL@) When appropnate forward to the DoJ a Crimes Report that shall include,
at a minimuom; .

(a) A determination that the incident is a first-time disclosure.

(b) Identification of those portions of the disclosed information that are classified and
the level of classification of the information disclosed.

(c) Whether the disclosure is likely to have a serious effect on national security
interests.

(d) The extent of official and approved dissemination of the information.
(2) (U) Ensure that any information, which indicates that classified information is being
or may have been disclosed directly to a foreign power or an agent of a foreign power. is
reported immediately to the Federal Bureau of Invest:gat:on (FBI).

D. (U) ADDNVSEC shall:
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(1) (U) Provide ODNI senior management with timely status reports regarding the
incident,

(2) (UH/FOBQ) Determine in concert with the ODNI’s OS, OGC, and SSC whether the
incident warrants an FB] investigation based on the following criteria;

(a) The extent of dissemination and the likelihood of discovering the source of the
_ disclosure,

(b) The level of classification of the disclosure.

{c) Whether the disclosure is likely to have a serious effect on national security
interests.

(d) ODNI Senior level direction.

3) (UIIFbLLO) Require the ODNI data owner(s) to assist the ODNI's SSC and OGC with
the completion of the Crimes Report and “11 Questions.”

(4) (U//FOYO) If criminal prosecution is not pursued, then in coordination with the

ODNI's OGC and SSC, provide a recommendation to the DNI regarding administrative penalties
that should be taken against personnel found to have made an unauthorized disclosure.

3. (U) EFFECTIVE DATE: This instruction becomes effective upon_date of signature

LU8C) s

Director of the Intelligence S

3
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DIRECTOR OF NATIONAL INVELLIGENCE
- Wasiangron, DC 2051)

E/8 00707
MEMORANDUM l?dR: Distribution
SUBJECT: Unauthorized Disclosures of Classified loformation
REFERENCE: Intelligence Community Dircetive 701, “Security Policy Direclive
for Unauthorized Disclosures of Classified loformation,” daied 14

Maich (7

tn accordance with my responsibility to protect sources and meihods, Tam committed to
preventing unaulhorized disclosures of classificd information. 1 take this rosponsibility
extremely seriously, recognizing that disclosure of clussificd information, including “leaks™ 1o
the mediy, can compromisc sensitive saurces and methods. These disclosures may allow oir
adversarics (o leurn sbout, deny, counteract, and deccive our infelligence collection methods,
teading to the loss. of critical capabilities, resources, and even lives. In recent years,
unauthorized disclosures have severely diminished the capubility of the Inletligence Community
(€'Y 1o perform its mission and support national security objectives. Furthesmore, these '
disclosures greatly impact our relationships with our foreign partoers, who bheeome refuctant o
shase sensitive intetligence, fearing this information might oppear in the medin,

At the present tinte, the Foderal Burcau of Investigation is vigorously investigating
several cases of voauthorized disclosures aod will refer appropriate cases 1o the Department of
Justice for prosecution. Under the U.S. Code, individunls convicied of the unauthorized
disclosure of classificd information can not only be senienced to confinement, they may also
forfeit any earncd federal annuity und other retirement benefits, Executive Order {F()) 12958. s
amended, prescribes sanctions for the knowing, willful, br negligent disclosure of classified
information. which include the Toss of nccess to classified information, terninition of
employment, und other sanctions. Within the IC, all avuilable administrative suthorities, such as
thoge contained in EQ 12938, will be sipplicd appropriately to any person identified as having
commilted an unaulhorized disclosure,

My office is dedicating extensive resources-both 1o m.xploring the scope of pitential
violntions of law, regulation, or policy within the 1€ and to initiiting programs o reduce
unuutharized disclosures. The Office of the Director of National Intelligence (ODNI) Special
Sceurity Center (S8C) iy the IC focal point for oversight of al} suspecied unauthorized
disclosures. Any uclval or suspecied unauhaorized disclosures, including media teaks of
classificd information, should be immedigicly reported o the SSC using established procedures
detniled in Intelligence Community Diveetive 701, The $8C will coordinate with ODNY General
Coumsel, the Departmignt of Justice, apd appropriate law énforcement organizations regarding the
u.,qmrcd |cporung ol invcstlgdtwn of such disclosures,

‘gu«uua "J'Q’Cu:\/ . /-(fu-.(:1 2539

Depnis C Blair Date
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SUBJECT: Unuuthorized Disclosures of Classified Informarion

Distnbution:

Director, Central Intelligence Agency

Director, Defense inielligenca Agency

Direcror. Office of huetligence and Counterintelligence, Depariment. of Bncrgy

Under Secretary, Intelligence and Analysis, Department of Homeland Sccurity

Asxistant Secretory, Bureau of Intelligence and Rescarch, Deparimentof State

Assistant Secretary, Intellipence and Anulysis, Depariment of Treasury

Chief of Intelligence/Senior Officer (SOIC), Drug Enforcement Administration

Executive Assistant Rirector, National Sccurity Branch, Federst Bureau of tnvestigation
Director, National Geospatial-Intelligence Agency

Director, National Reconnaissance Office

Director, National Security Agency

Deputy Chiel of Swif, G2 Army

Director of Naval Intclligence, Unites States Nuvy

Deputy Chiel of Staff for Intefligence, Surveillance und Reconnaissance, United States Air Force
Director of ntelligence, Headquurters, L1.S. Marine Coms

Assistant Commaadant for Intelligence and Ciminal Investigations. United Staes Cloast Guard
Under Secretary of Defense for intelligence

Depuiy Under Seeretary of Defense (Policy, Requiremenis, nnd Resources)




. RECTOR OF NATIONAL INTELLIGENGCE
WaSHINGTON, DE 20511

E/S 0D212 .
MEMORANDUM FOR:  Distribution
SUBJECT: Tatell gence Community Handling of Unauthorized Disclosures
REFERENCE: Intelligence Community Directive 701, “Security Policy Directive
for Unauthorized Disclosurey of Classified Infonmation,” dated

14 March 07

During my 3 December 2009 estimony before the Senate Sclect Committee on
Intelligence, I' renewed my commitment to proactively confronl the issue of unauthorized
disclosures in (he media. In accordance with my responsibilily to protect mlclhgcnce sources .
and methods, 3 have decided to refocus the Inelligence Community (IC) agencies® handling.of ‘ ’ |
{eaks to the medii and 1o sireamline the process for the, initial assessment and ceporting of these . |
“disclosutes. |

Each TC agency will continuc to foflow established internal procedures 1o determing
whether information appearing in the media constitlites an unauthorized disclosure ollproperly
classified information. When an IC agency files a “Crimes Report” based on an unauihorized
diselosure thal has oceurred that includes 4 request for an FBI invesiigation, the Report should
include thorough answers (o the Depsstment of Justice’s (DOJ) Elaven Questions. The affected
agency will submit the “Crimgs Report” to the DOJ and Office of the Director of National
Intelligence's Special Scmniy Center (S8C). In the cases where the agency desires to conduct
an internal adiministeative investigation, the DOJ has agreed to infoem the TC agesicy and SSC
within 21 days of the receipt of a Crimes Repoit whetlicr DOJ intends (o conducta eriminal
investigation. If DO elects 1o conduct a criminal investigation, the 1C agency shall consult with
DOJ about how best 1o assist in the investigation. [ DOJ elects not to conduct a criminal
investigaiion or docs not notify the IC agency and §SC within 21 days,the 1C agency may begin
an administrative investigation into the unauthorized disclosure. These new procedures will be
critical to reinvigorate efforts to detect and deter unauthorized disclosures and hold accountabie
those individuzls who botray our Irust by disclosing classitied information.

When an IC agency pursues an administrative investigation into an unauthorized
disclosure, it will provide lhe SSC with staius reporis is necessary oi the progress of the
investigation in a fornmat 10 be established by the SSC.

The SSC will continue 1o coordinate joint notifcations to the DOT if an unauthorized
disclosure is determined t contain multiple IC agency cquities. The $SC will also be
responsible for providing invesligative assistance and coordinating investigative activity between
IC agencies as required, 1 4 suspect is identified as the result of an‘administrative invesiigation,
IC agencics will notify the DOI.



Past government studies have contismed that “leaks” by the media have signiﬁcanlly
impaired U.S. capabilities against our hardest 1argets, caused grave harin to aational. secyrity, und
coltectively cost the American people hundreds of millions of dollars, 1L is my intention (o take

the necessary actions ko decrease their occurrence and reduce ihis harm. L
\AU.LLL;? ka_zv’ S /z;/a.o.ro

Deanis C. Blair Daie
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SUBJECT: Intelligence Community Handling of Unauathorized Disclosures

Distribulion:
Director. Central Intelligence Agency
Under Secretary of Defense tor Intelligence

- Director, Defense Intelligence Agency -

Dircetor, Office of Intelligence, Department of Encrgy

Director, Federal Bureau of Investigation

Acting Assistant Secretary for Information Analysis, Departiment of Homeland Security
Director, National Geospatial - Intelligence Agency

Director, National Reconnaissance Office

Director. National Security Agéncy

Director, Office of Naval intelligence

Assistant Secrotary for Intelligence and Research, Department of State
Assistant Sccretary for Tntelligence and Analysis, Depirtment of the Treasury
Director, U.S, Air Force Intelligence

Director, U.S. Army Intelligence

Director, U.8. Coagt Guard Iniélligence’

Directar, U.8. Marine Comps Intelligence

Assisted Administrator for Intelligence, Drug BEnforcement Administration
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SRR INGEvoN, DG 20811

MEMORANDUMEOR:  Joisit Intelligence Coniminity Gomiliitize.

SUBJECT; Unnuttiorized Disclosures of Glaissified Tnformation

mcluding “If.akq" tq tlu. medu Thc; chcml Bureuu 01‘ Invc\sugauon n currenily m esug ing.
xcvcml case% qf unaulhoriza' .,d:sglosurm m the [nlelhgcnce Cammumw {IC) aﬂd _ f

ml‘ormauou. I rcqum: l!wl any actual or. \uspccled unaulhon, éd '
reported to iy, Spesid) Seeutisy, Cenler.

"Given: ihe. hdrmful effcyts.unduﬂmrmed daﬁolowum;mve* "'{l.l'x_é;gm_rg;nmenl,el uggg
you tor com,;dcr mumg A smul.ir-mcmorandum 1o:yourde ;n,,ohng Ahg 'impormncc of-
;prolecting: claqsnﬁcd in formuuon zmd 1epoiting.) uuﬂulht)n/ed dnsuosum.

© iy fen e 4 i e e b b e ——— ———— -
o

Q““"/UJ& A S\.% 2 /m-f "oy
Denniy. . Blair ' ' Dme
Attachmeni:

DNEMemorandum, duted | July-2009, Unaitiprized Disclodurdy o Clnssificd nforiarion
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SUBJECT: Unauthorized Disclosures of Classified Information

‘Disteibution;

-Secretary of Energys Bcpartmcnt of Encrgy -
;Secretary of Hoimeland Security, Dcpunmcm of Homeland Sccumy
‘Secretury of Siaté; Department of Swe
Secretory of the Treusury, Department of Treasury
- Secreiury-of Defense, Départment of Defense
* Attomey General, Dopartment 6f Justice.
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