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PRINCIPAL DEPUTY DIRECTOR OF NATIONAL INTELLIGENCE 

W ASHINGTON, DC 20511 

E/S 00563 

Distribution . MEMORANDUM FOR: 

DNI Special Securily Center and Senior Officials of the 
Intelligence Community Roles and Responsibilities under 
DCI Directive 6/8 

SUBJECT: 

6/8 ) O) Director of Central Intelligence Directive (DCID ~ U//F ( 
Unauthorized Disclosures, Security Violations, and Other ( 

) 2002 Compromises of Intelligence Information, dated 9 December 

O) Unauthorized disclosures and leaks to the media of classified inlelligence <תz U//F ( 
information, specifically regarding sensitive sources and methods, is a major problem for the 

, Intelligence Community. Unauthorized disclosures allow our adversaries to learn about, deny 
counleract, and deceive our intelligence collection methods, imposing enormous cosls on the 

' Community both in terms of resources as well as, on occasion, lives. If the Intelligence 
Community is 10 be effective in obtaining information secretly and preserving it from 
unauthorized disclosure, Senior Officials of the Intelligence Community (SOIC) must make 

. preventing and combating leaks a priorily 

REFERENCE: 

(U//FOQ-O) To this end, 1 reaffum DCID 6/8 as a guiding directive in the effort 10 protect 
classified intelligence information. DCID 6/8 emphasizes the responsibility of SOICs to protect 
classified information and to establisli effective policies and procedures to deter, investigate, and 
promptly report unauthorized disclosures, security violations, and other compromises of 
intelligence information. DCID 6/8 also emphasizes the responsibility of SOICs to take prompt . 
protective and couective actions. 

ecurity Center (SSC) was established to oversee and strengthen ~ O) The Special ~ U//F ( 
security in the Iritelligence Community and other agencies thal process or hold sensitive 

. classified intelligence information. In particular, SSC focuses on strategic planning and 
. adherence to Intelligence Community Directives 

nity' s focal ~ Therefore, 1 designate the SSC as the Intelligence Comm )Cn:זo U//F ( 
point. 1 aJso designate the Office of the DNI as the action office fOr supervising the 
implementation of and compliance with DCID 6/8. The SSC will be the ODNI element 

, sible for reporting incidents of significant unauthorized disclosures, securily violations וןrespo 
and other compromises of intelligence information as outlined in DCID 6/8. To keep the DNI 

: fully informed of significant unauthorized disclosures and leaks to the media, SOICs will 

• (U//F~O) Upon discovery of a potential DCID 6/8 incident, provide a DCID 6/8 
Initial Incident Report to the SSC, giving pertinent data on what occurred, 

. cornponent(s) and!or agency(ies) involved, points of contact (POC) for the 
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investigation, classification of the information compromised, the identity of and 
, coordination with data owner(s), individuals having access to the information 

, information technology systems involved, initial coordination between the agencies 
. . . and actions taken 

O) Provide status reports at 30-day intervals or more frequently as required ~ (U//F • 
. . . by the incident 

) Provide a DCID 6/8 Final Incident RepoJ:t to the SSC, detailing the ~ UIIFO ( • 
incident, outcome of the investigation, and disposition of the case. The Final Incident 
Report should also include coordination of a damage assessment by the National 
Counterintelligence Executive. This report will detail actions taken by the SOIC to 
prevent recurrence, as well as changes to policies and procedures to strengthen 

. security and counterintelligence programs 

(U) SOICs may con\act one of the following SSC officers to report a DCID 6/8 
incident: . 

: Unclassified E-Mail 
----' __ '-----: STE 

0-----------------------------------------------------------
) 3 () (b . ' D' ~ . h dL 0 '---,--- . lalson Iv;sion verslg t an 

---'--~~:~ Non-Secure Telephro::ne 
_,~ __ :.J.I ~ Secure Tel?epl'"h""o,..ne 

IC E-MailJ 
 Unclך cod"E ~ ssifi-' ח-. M·aר i"'Iר. I----L--ך--

I STE:_ 

Michael V. Hayden 
General, USAF 

Date 
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PRINCIPAL DEPUTY DIRECTOR OF NATIONAL lNTELLIGENCE 

WASHlNGTON, DC 20511 
!~ 

E/S 00108 

bution !זi Dis MEMORANDUM FOR: 

U) Advising the Office of the Director of National Intelligence ( 
of Possible Violations of Law, Regulation, or Policy )וODN ( 

SUBJECT: 

1. Intelligence Reform and Terrorism Prevention Act of 2004; AUTHORITIES: 

2. Executive Order 12863, "President's Foreign Intelligence 
Advisory Board." dated 13 September 1993; 

3. Memorandum of Understanding: Reporting of Information 
Concerning Federal Crimes, executed August 1995 by the 
Attorney General; Secretary of Defense; Director of Central 
Intelligence; Director, National Securily Agency; Director, 
Defehse Inlelligence Agency; Assistant Secretary of State, 
Intelligence and Research; Director, Office of Non-Proliferation 
and National Security, Departrnent of Energy; 

4. Director of Central Inlel1igence Directive (DCID) 6/8, 
"Unauthorized Disclosures. Security Violations, and Other 
Compromises of Intelligence Information," 
dated 9 December 2002. 

Potential violations of.law, regulalion, or policy are of considerable concern 10 the 
Direclor of National Inte1ligence (DNI). While every violalion is a serious matter, we are 
pl!rlicularly concerned about unauthorized disclosures of classified intelligence informalion that 
may reveal or compromise inte11igence sources and methods. Section 1011 of the Intelligence 
Reform and Terrorism Prevention Act of 2004 (IRTPA) provides that the DNI shall ensure 

d laws of the United States by the CIA and other elements of שicompliance with the Constitution 
the Intelligence' Community (IC) through the host executive departrnents that manage the 
programs and activities that are part of the National Intelligence Program. See Section 

. 403-1 § . 102A(f)(4) ofthe National Securily Act of 1947, 50 U.S.C 

Tbe ODNI is dedicating eXlensive resources to both undersland the scope of po.tential 
violalions of law, regulation, or po1icy wilhin the IC and to initiate programs 10 reduce the 
incidents of these occurrences. Tbe ODN! Special Security Center (SSC) will work together 
with the ODN! Office of the General Counse1 (OGC) to review potential violations in the 
Intelligence Community and ma\ce appropriate recommendations to the DN!. The SSC will act 
as the ODNI's focal point for addressing issues concerning unauthorized disclosures of classified 
information in coordination with ODN! OGC. 
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SUBJECT: (U) Advising Ihe Office of the Direclor of Nalional Inlelligence (ODNI) of Possible 
Violalions of Law, Regulalions, or Policy 

In order for the DNI to fulfill his slatutory obligation 10 ensure compliance wilh the 
Constitution and other laws, and 10 enable my office 10 develop and implement programs to 
assist your Agency, l need to be aware of the range of potential issues facing members of the IC. 
Therefore, 1 am directing SOICs 10 do the following: 

Effective immediately, and on an ongoing and continuing basis, provide Ihe SSC with a ,. 
concurrenl copy of each crimes report of each inslance your Agency reports a possible 

,) unauthorized disclosure of classified information 10 Ihe Departmenl of Justice (DoJ 
Keep the SSC advised of the stalus of your intemal investigalion inlo the unauthorized • 

identified leaker, a מdisclosure, any administrative aclion you propose 10 take against a 
. copy of the compleled DoJ 11 questions and the progress of DoJ's investigation, if any 

Provide the SSC with copies of all crimes reports and completed DoJ 11 questions • 
2004 concerning unauthorized disclosures/Jeaks forwarded to DoJ for the calendar years 

. and 2005, to date 

By separate correspondence, provide 10 ODNI OGC information regarding activilies thal 
your agency reports 10 the InleJJigence Oversight Board (IOB) that may be unlawful or contrary 
10 Execulive Order or Presidential directive pursuant 10 Execulive Order 12863, "President's 

telligence Advisory Board," daled 13 September 1993, as arnended. As with 10B nוForeign 
reports. infonnation should be provided on a quarterly basis (a photocopy of your agency's 10B 

,) report will satisfy this requesl 

SOICs or their designales may provide the crimes reports 10 either of Ihe following: 

I 
0-------------------------------------------------------(b)(3) 

d Deputy Director, Oversight and Liaison Division __ -~-י.. 
: Non,Secure Telephone 
 :cj. ~ Secure Telephone_-ך---~

1 : IC E.Mail 
Unclassified E·Mail: I I STE: I 
I 
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SUBJECT: (U) Advising the Office of the Director of National Intelligence (ODNI) of Possible 
Violations of Law, Regulations, or Policy 

SOICs or their designates may provide the repons of potential IOB violations to: 
_--------------

) 3 () b ( -----------וןiie fie General-Coii !ז"'lJ-<'fficii, o ~~~~ ;____:_r ~ -_::.-~ ":-c-

1 thank you in advance for your cooperation in this matler and look forward 10 working 
with each of your agencies to help develop comprehensive solutions to the issues we 'face as a 
Community . 

Date 

. ~ ~ ,6_) 
Michael'V. Hayden 

General, USAF 

't)~ /1l11r ~ 

References: (2): 

Reference A: (U) Memorandum of Understanding: Reponing of Information Conceming Federal 
Crimes, executed August 1995 by the Attomey General; Secretary of Defense; Director of 
Centrallntelligence; Director, National Security Agency; Director, Defense Intelligence Agency; 
Assistant Secretary of State, Intelligence and'Research; Director, Office of Non-Proliferation and 
National Security, Department of Energy. 

Reference B: (U/~) DCID 6/8, "Unauthorized Disciosures, S~urity Violations, and Other 
Compromises of Intelligence Information", dated 9 December 2002. 
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SUBJECT: (U) Advising tbe Office of tbe Director of National Intelligence (ODNI) of Possible 
Violations of Law, Regulations, or Policy . 

Extemal Distribution: 

1 - Director, Central Intelligence Agency 
1 - Under Secretary of Defense for Intelligence 
1 - Assistant Administrator for Jntelligence, Drug Enforcement Agency 
1 - Director, Defense Jntelligence Agency 
1 - Director, Office of lntelligence, Departrnent of Energy 
1 - Director, Federal Bureau of Investigation 
1 -. Acting Assistant Secretary for lnformation Analysis, Departrnent of Homeland Security 
1 - Director, Nutional Geospatial " lntelligence Agency 
I - Director, National Reconnaissance Office 
1 - Director, National Security Agency 

ntelligence 1ז - Director, Office of Naval 
1 " Assistant Secretary for Intelligence and Research, Departrnent of State 

. 1 - Assistant Secretary for lntelligence and Analysis, Department of the Treasury 
1 - Director, US Air Force Intelligence 
1 - Director, US Army Intelligence 
1 - Director, US Coast Guard Inteltigence 
1 - Director, US Marine Corps lntelligence 

4 

UNCLASSIFIED 



~
". 

". ! . ,. 
, : '., 

OFFlCE OF THE DIRECTOR OF NA'J'IONAL INTELLIGENCE 
INSTRUCTlON NO. 2007·5 . 

SUBJECT; (u) OFFlCE OFTHE DIRECTOR OF NAnONAL INTELLIGENCE 
RESPONSmlLlTIF.S AND PROCEDURES FOR REPORTING AND INVESTIGATING 
ACTUAL OR SUSPECTED UNAUTHORIZED DISCLOSURES, INCLUDING MEDIA 
LEAKS, OF CLASSIFIED INFORMATlON 

Office of עad piocedures for 1שities וibi sמction codifies the respo tn1 ו. (U) PURPOSE: 1bis ins 
, staff employees, military, contractor ( וODNI) personne ( ciכ igen ווthe Direclor of National Inte 

al or suspecled tiנ and detaiJees) assigned 10 the ODNI for reporting and investigating ac 
uding media leaks, of classified information ("unauthorized וunauthorized disclosures, inc 

, disclosures") contained in ODNI documents, oral communications, or any other media 
ction sbould tnו electronic or otherwise. Any questions concerning the implementation of this ins 

.) be directed to the ODNYSpecial Securily Cenler (SSC 

2. (U) RESPONsmILITIF.S AND PROCEDURES 

 A. (u) ODNUPersonnel sbal:ו

y notify tbe SSC if tbey are aware of, or bave reason to suspecl, an וU) hnmediate ( 
assified information. Wbile we musl share classified information וunautborized disclosure of c 

within the Intelligence Communily (IC) in order 10 accomplisb our rnissjon of defending the 
ease, inadvertcnt or otherwise, of classified information to unauthorized וNation, tbe re 

individuals oUlside tbe IC can undermine our efforts and rapidly resull in the loss of critical 
capabilities, resources, and even lives. It is evefY individual's responsibiJity to sbare and 

ibility of assigned ODNI security sמsafeguard cJassified information appropriately, and tbe respo 
. officials 10 delermine wben and if an unauthorized disclosure has occurred 

 B. (u) ODNYSSC shal:ו

) Prepare a "Flash Report" of initial notification of each incident, for ~ 1) (UIIF ( 
, appropriate distrihution, 10 include the ODNI' s: Deputy Director of the Intelligence Staff 

t Deputy Director of National Intelligence for Securily (ADDNYSEC), Office of General taמ Assis 
.) Counsel (OGC) and Office of Securily (OS 

es and the SSC incident-tracking lו) Creale and maintain individual case f ~ 2) (UIIF ( 
. database 
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DNI and סn tbe וhi gations wi i3ו) (U) Conduct preliminary and subsequent inves ( 
. ve been disclosed ~ coordinate with other IC agencies whose information may also h 

Assist the OGC witb preparation of tbe Crimes Report andJor the )וFםuQ 4) (UJ ( 
ons," as appropriate; coordinate witb, and assist, 001 as iוDepartment of 1ustice (Do1) "11 Ques 

• ncccssary 

ffice of Public ס, DNI' s: Office of Legislative Affairs סoate witb tbe שr5) (U) Coo ( 
. ve, as appropriate iוAffairs, and National Counterintelligence Execu 

(6) (U) Provide periodic status reports to tbe ADDNIlSEC. 

(7) (U) Ensure tbat deficiencies in policies, processes, andJor procedures contributing to 
disclosures are identified, corrective measures are proposed, and related policy changes are 
appropriately coordinated. 

. DNI components for reportlng unautborized disclosures 8ס) (U) Provide guidance to ( 

DNI policies and procedures provide for tbe execution of the full 9ס) (U) Ensure that ( 
. ons against tbose who make unauthorized disclosures iוrange of available ac 

DNI security training and סooal i10ו) (U) Propose and coordinate requirements for addi ( 
. awareness programs 

: DNIJOGC shall סC. (U) 

, ) When appropriate, forward 10 tbe Do1 a Crimes Report tbat shall include ~ 1) (UJ \ . 
. : OJmum זmat a 

. I-time disclosure וrs a) A determination tbal tbe incidenl is a f ( 

b) Identification of tbose portlons of tbe disclosed information that are classified and ( 
. on of the infonnation disclosed iוtbe level of classlfica 

(c) Whetber tbe disclosure is likely to have a serious effect on national security 
interests. 

(d) The extenl of official and approved disseminatioo of tbe infonnation. 

2) (U) Ensure that any information, which indicates that classified information is beiog ( 
or may have been disclosed directIy to a foreign power or an ageot of a foreign power, is 

.) Dvestigation (FBI זreported immediately to tbe Federal Bureau of 

D. (U) ADDNJJSEC shall: 

2 
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(1) (u) Provide ODNl senior managemenl wilh time1y status reports regarding Ihe 
incidenl. . 

d SSC whelher Ihe מa, Determine in concert wilh Ihe ODNI's 05, OGC Oז:זQ> 2) (UIIF ( 
: teria iזincident warrants an FBI investigation based on Ihe following c 

ng the source of the iזd Ihe likelihood of discove מaa) The extent of dissemination ( 
. disclosure 

(b) Tbe level of classification of the disclosure. 

ous effect 00 national security iזc) Whelher Ihe disclosure is 1ike1y to have a se ( 
. interests 

. d) ODNI Senior 1eve1 direction ( 

O) Require Ihe ODNI data owocr(s) 10 assisl Ihe ODNI's SSC and OGC wilh Ot3 _ז) (UIIF ( 
". mes Report and "11 Questions iזe C tlו Ihe comp1etion of 

e tlו minal prosecution is not pursued,lhen in coordination wilh i4ז) (U//FOOO) If c ( 
nistrative penalties adוni I' s OGC and SSC, provide a recommendation 10 Ihe DNI regarding אOD 

 וre at shou1d be taken against personne1 found 10 have made an unaulhorized disc1os tlט.

___ '--____ "'-gnatu te..םisi n..da סpction becomes effective n tr3 ט. (U) EFFECTIVE DA TE: This ins 

!o2 !רב:ג
( Datf! 
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