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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGEN CE
.. 'INSTRUCTION NO. 80.16
Category 80 - Information and Records Management
Office of Primary Responslbllity Mission Support Dlvisionllnformanon Management

SUBJECT: OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGEN CE
ORIGINAL CLASSIFICATION AUTHORITY

1. AUTHORITIES: The Nauonal Secunty Act of 1947, as amended; and other applicable
prov1sxons of law.

2. REFERENCES: Exccutive Order 13526; ODNI Instruction 23.01, Director of National

Intelligence Delegatmn of Orzgmal Cla.sszﬁcanon Authority, dated 16 April 2010; and the ODNI
Class:ﬁcatwn Guide. - .

3. PURPOSE This Instruction sets forth guidance regardmg Ongmal Classification Authonty
(OCA) as it pertains to ODNI information. -

t

4. APPLICABILITY: This Instruction apphes to all ODNI components and all categories of
ODNI personnel ‘ ,

5. DEFINITIONS:

A. Classification Guide: Classification guide issued by an original classification authority
that identifies the elements of information regarding a specific subject that must be classified and
establishes the level and duration of classification for each element.

B. Derivative Classification: Incorporating, paraphrasing, restating, or generating a new
form of information that is already classified, and marking the new material consistent with the
classification markings that apply to the source information. This includes the classification of
information based on an existing classification guide.

C. Original Classification: The initial determination by an OCA that information requires
protection against unauthorized disclosure in the interest of national security. :
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D Ongmal _,Classxficatmn Authonty An mdwxdual authorized to class:fy mformahon in
the first instance i ’cludmg individuals who are de81gnated in wntmg as “Actmg“ ofﬁcmls 1in any
-of the deleg‘ ted posmons but may not be delegated ‘beyond these positions, Thie OCA positions
are hsted in Instruction 23 01, DNI Delegatzon of Ongmal Classy‘icauon Authority.

6. PéLICYs '

AL Clnssificatidn Aauthority: All ODNI Original Classification Authorities may originally
class1fy information up to and 1ncludmg the TOP SECRET//SI-G/TK level and only when an
appropriate classification citation cannot be identified in the current ODNI Classification Guide,

'in a source document, or in an existing Controlled Access Program (CAP) or other classification
guxde. The original classification of information is rarely necessary. If the OCA has significant
doubt about the need to classify information, it shall not be classified. If there is significant
doubt about the appropriate level of classification in rendering an original classification decision,
it shall be classxﬁed at the lower level

B. Reportmg Requu'ement' Ongmal class1ﬁcatlon authorities will coordinate, when
practical, with the Director, Information Management, (D/IM) to ensure consistency and
comphancc with E.Q. 13526. Final original classification decisions (e.g., copy of the classified
memo or program level classlﬁcanon guide) must be sent to the D/IM within 10 days of each
OCA deci' ion to enstire proper reporting to the United States National Archives and Records
: S 3 irity Oversxght Ofﬁce (ISOO) and for mclusmn in the annual

repoxt on cla551ﬂcal10n to the Presxdent_

C Creation of Class:fimtmn Guides: ClaSsxﬁcatxon guldes are 1ssued as needed to protect
sensitive national security information. ‘To ensure program consistency, classification guides
must be coordinated with the D/IM, and in the case of controlled access program guides, prior
coordmauon w1th the Controlled Access Program Co_ordmatmn Office (CAPCO) is required.

'I.‘rammg Requirements Onglnal classification authonty may not be exercised without
documented initial and annual training, as required by the E.O. The D/IM provides required
classification training to OCAs and will arrange such lrmmng for all OCAs.

E. Declassification Autherity: Only the DNI, the Principal Deputy Director of National
Intelligence (PDDNI), the Chief Management Officer (CMO), or the D/IM may declassify all
types of ODNI information. All other ODNI Original Classification Authorities may declassify
only | that information that was originally classified by them and may only exercise their authority
in-coordination with the D/IM. The CMO is responsible for directing and administering the
program for classifying, safeguarding, and declassifying ODNI information. The D/IM supports
the CMO in this responsibility and serves as the ODNI’s Chief Declassification Officer. Under
no circumstances should previously declassified ODNI information be reclassified without
the expressed approval of the DNI or the PDDNI, and coordination with the D/IM. :
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A The CMO
| _(l)_ Bxcr_c;1s¢s ongmal c_léSsiﬁ";:_z_l_tiOnb auﬁloxity..
| (2) ExerciSes: dédassiﬁc‘ation‘ a;utilority

~ (3) Directs and admlmsters the program of the ODNI under whxch ODNI mfonnanon is
classified, safcguarded and declassified. :

B. ’I‘he D/IM
(1) Serves as the ODNI's Chiéf Declassification Officer.
(2) Ensures the ODNI Classification G’uide is updated when warranted.
3 Reports classxﬁcatxon decisions to ISOO, including the number of times information
is originally and derivatively clas31ﬁed and takes the lead on other ISOO—duected information

managcmcnt actions.

4 Issues clas51ﬁcat10n and declass1ﬁcatlon guidance to fhe ODNI workforce, and assists
other ODNI and IC elements in dcvelopmg classxficahon gmdes, as necessary ‘

(5) Provxdes class1ﬁcauon trmmng to ongmal and denvatlve clas51ﬁers :
C. The OCA:

(1) Makes ongmal classification decisions fo: ODNI mformatlon where a. detenmnatlon
has not otherwise been :rnade :

‘ ) Coordlnates ongmal classification decxsmns with the D/IM and prov1des coples of
‘such decisions to the D/IM w1thm 10 days.

(3) Completes classification training as required.

8. EFFECTIVE DATE: This Instruction is effective upon signature.

\0/ 213010
Mark W. Ewing Date I !

Chief Management Officer
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