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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS

EASTERN DIVISION
M. AKIFUR RAHMAN, ef 4!, )
: )
Plaintiffs, ) -
' ) No. 05 C 3761
V8. ) |
) District Judge Guzman
MICHAEL CHERTOFF, et al, ) ‘
) Magistrate Judge Schenkier
Defendants. } .

In this case, plaintiffs assert class action claims for violation of their rights under the Fourth
and Fifth Amendments to the United States Constitution, all of which they allege flow from the use
of a Terrorist Screening Database (“TSDB"), which plaintiffs allege is admﬁﬁstered by the Terrorist
Sereening Center (“TSC™), a unit of federal govenment administered by the Federal Bureaun of
Investigation (“FBI").! Eight of the named plaintiffs are individuals who allege that they were

" improperly detained and mistreated for onc of two reasons: (1) either because they were incomactly
identified in the TSDB as posing a setious threat to law enforcement officials or national security
(the “overclassification” claim); or (2) because they were mistaken for someone li?;ted in the TSDB

with a name that is the same or similar to theirs (the “misidentification” claim).?

'Plaintiffs have suad the following persons in their official capacities: Michael Chertoff, Secretary of the
Department of Homeland Security (*“DHS"); Robert 8. Mueller I, Director of the FBI; W. Ralph Basham,
Cotnmissioner of the United States Customs and Border Protection (“CBP"); and Julic L. Myers, Assistant Secretary of
the United States Immigration and Customs Enforcement (*ICE™).

*A more detailed recitation of the allegations is set forth in several earlier opinions-issued by this Court and by
the presiding district judge. Seez Rahman v. Chereoff, No. 03 C 3761 (doc. #202) (N.D. IlL, Jan. 16, 2007) (Report and
Recommendation recommanding the certification of two classes); Ruhman v. Chertoff; 244 FR.D. 443 (N.D. 111. 2007)
{adopting Report and Recommendation on ¢lass certification; graming in part and denying in part defendants’ motion
to dismiss), Rafiman v. Chertoff, No. 05.3761 (doc. # 254) (N.D. IIl., May 1, 2007) (ruling on plaintiffs’ motion to
compet discovery and defendants' motion for protective order), We assume familiarity with these earlier rulings and
repeat the factual allegations only as relevant to the motion we address in this opinlon,
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The motion now before the Court represents the aftermath of the Court’s May 1, 2007

Memeorandum Opinion and Order, in which we granted in part and denied in part both plaintiffs’
motion to compel production of documents and defendants® competing motion for protective order.
See Rahman v. Chertoff, No. 05 C 3761 (Mem. Op. and Order at 35-37) (ND 1., May- 1, 2007)
(doc. # 254). In that ruling, the Court granted defendants’ requests for &ddiﬁonﬂ tﬁnc; t-o Juiy'i, :
2007, in which to decide whether to assert the state secrets privilege as a bar to some or alt ot“ tlhe )
discovery that the Court required them to produce (/d.). On defendants’ motion (doc. # 272), the
Court thereafier extended the time for defendants to make any assertion of the state secrets privilege
to July 23, 2007 (doc. # 276).

On July 23, 2007, defendants moved for a ruling that the state secrets priyilegc bars
production of some, but not all, of the discovery that the Court ordered them to produce in the
May 1, 2007 Memorandum Opinion and Order (doc. # 280). In particular, defendants assert the state
secrets privilege bars production of the following material: (1) information tending to confirm or
deny whether the plaintiffs are now or ever have been listed in the TSDB; (2) FBI investigative files
of any plaintiffs who may now be or ever have been listed in the TSDB, and any records in the
Terrorist Identities Datamart Environment (“TIDE”) pertaining to the plamt:tfs, and (3) two pﬂllcy
and procedure documents containing classified information about terrorist screemng practices (Id
at 1-2). Between July 23 and September 28, 2007, the parties submitted their respective memoranda

and supporting materials in connection with the motion (doc. ## 281, 297, 310). In addition,

IWe note that defendants have objected to that discovery ruling (doc. #264); those objections are pending. In
addition, on October &, 2007, the Seventh Circuit granted defendants permission to take an intérlacutory appeal of the

class certification ruling pursuant to Fed. R, Civ. P. 23(0). Rahman v. Chertaff; No, 07-3430 (7* Cir.). That appeal
remains pending,
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between September 24 and October 29, 2007, plaintiffs filed three supplenﬁents to their
memorandum in opposition to assertion of the state secrets privilege (doc. ## 305, 321, 323).
Defendants responded to the first of those supplements when they filed their reply memorandum on B
September 28, 2007 (doc. # 310); they responded to the second and third supplementé in a separate |
submission filed on November 2, 2007 (doc. # 326). |

After reviewing these materials, the Court heard oral argument on the matter on December 4,

2007 (doe, # 331), which led to further writien supplementation of the record. On December 21,

2007, plaintiffs supplied the Court with answers they had served in response to Defendant Chertoff's |

first set of interrogatories, and defendants provided a copy of their responses and objections to
plaintiffs’ third set of interrogatories. On January 9, 2008, plaintiffs filed a fourth supplement
addressing the defendants’ December 2007 interrogatory responses (doc. # 339). On January 17‘,
2008, defendants filed supplemental materials in support of their assertion of thc state secrets
privilege {(doc. ## 345,347),10 which plaintiffs filed arcspunsuve memorandum on Ianua:y 24, 2008
(doc, # 351), Based on our review of the applicable case law and the parties’ submlsswns, we gmnt

in part and deny in part defendants’ assertion of the state secrets privilege.*

‘Tnreaching our decision, we have congidered the publicly-filed declarations submitted by the government from
Alberto R. Gonzalez, then Attorney General of the United States; J. Michael McComnell, Director of National
Intelligence; Gale Rossides, Acting Deputy Administrator (TSA); Andrew Colsky, Director of Sensitive Security
Information (Office of Special Counselor, Transportation Security Administration, United States Department of
Homeland Security); and, Robert Jacksta, Exacutive Director, Traveler's Security and Facilitation (CBP) (Defs.” Mem.,
Doc. # 281, Unmarked Exs.; Defs.’ Reply Brief, Doc, # 310, Ex. 1; Defs,’ Supplemental Brief, Doc. # 345, Ex. 1). In
additicn to these publicly-filed documents, the government filed & para'e, for in camera review, additional declarations
containing classified material. The Court has reviewed the classified materials in chambers under strictly ¢ontrolted
security conditions: the meaterials were maintained in a secure focatlon outside the Court’s contrel; when the Count
revieweod the materials, anly one copy was brought to chambers; when the Court's review was completed, the materials
were returned to the secure location outside the Court’s control, along with any notes that the Court made concerning
the materials; and, the Court was not permitted to (and did not) discuss the materlals with membets of its staff. Only Part
1V of cur publicly-issued decision is premlsed on our review of the classified materials, We therefore issue today a
separate Memorandum Opinion and Order, which will not be publicty filed or available to plaintitfs or their counsal
concerning our reliance on those materials (see page 23, inffa).

3
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L

The state secrets privilege allows the government to withhold information that, if disclosed, |

would present a “reasonable danger . . . [of] . . . jeopardiz[ing] national secu;‘ity.” Zuckerbraun v.
General Dynamics Corp., 935 F.2d 544, 546-47 (2nd Cir. 1991); see also United S!q{es v. Reynolds,. .
345 U.S. 1, 10 (1953) (state secrets privilege applies where there is “a fea.s;oﬁﬁblé danger that |

compulsion of the evidence will expose military matters which, in the interest of nationel Seétﬁ'ity, )

should not be divulged”; Terkel v. AT&T Corp., 441 F. Supp.2d 899, 908 (N.D. IIL:2006) (the state *

secrets privilege allows the government to “*block discovery of any information that, if disclosed,
would adversely affect national security™).* Where it applies, the privilege is absolute: “even the
most compelling necessity cannot overcome the claim of privilege if the court is ultimately satisfied
that military secrets are at stake.” Reynolds, 345 U.S. at 11. As a result, successful invocation of
the state secrets privilege may have the harsh result of “rendering a plaintiff unable to estabhsh 4
prima facie case and without a remedy for the violation of her nghta " Terkel, 441 F, Supp 2d at
908. For that reason, the Supreme Court has cautioned that the state secrets privilcgc is *not to be
lightly invoked.” Reynolds, 345 U.S. at 7. ' -
Mofeovet‘, courts may not uncriticalty accept the government’s aséertioﬁ of thie state secrets

privilege, “Judicial control over the evidence in a case cannot be abdicated to the caprice of

*The parties differ on whether the state secrets privilege finds its roots in common law, a3 plaintiffs argue (Pls,’
Resp. at 2 n.2), or whether it arises from *the President's powers under Article IT of the Constitution to cotiduct foreign
affairs and provide for the national defense,” as defendantz maintain (Defs.” Mem. ar 4). The seminal case establishing
the state secrets privilege, Raynolds, traced the origins of the privilsges to common law evidence principles rather than
to the Constitution. 345 U.S. at 6-7. We have reviewed the authorities ¢ffeted by the government in support of the -
proposition that the state secrets privilege emanates from the Constitution, and we find them unpersuasive, Thus, we
agree with the observation of Judge Kennelly in Terke! that the state secrets privilege “is 2 common law evidentiary
privilege.” 441 F, Supp.2d at 908. That said, we do not consider the source of the state secrets privilege to bn germane
to whether the defendants have established that the privilege bars the discovery at issue here. .

4
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executive officers.” Reynolds, 345 U.8. at 9-10, At the same time, Reynolds instructed courts to
determine “whether the circumstances-are appropriate for the claim of pnvxlege, and yet do 80 ¢ |
without forcing a disclosure of the very thing the privilege is designed to protect,” 3 task that l.he
Supreme Court recognized “presents real difficulty.” Id. at 8.

The Supteme Court made clear in Reynolds that a court may not “automatically require a
complete disclosure to the judge [of the alleged state secrets information) before the claim of
privilege will be accepted in any case.” 345 U.S, at 10, In decldmg the depth of i mquu'y a court
should make into the government’s assertion of the state secrets pnv:lege, the Supn-,me Court
analogized to the level of inquiry a court makes when a witness asserts the privilege against self
incrimination, Jd. at 8-9,

The Reynolds court explained that the law rejects both the proposition that “the bare a.ssertim;
by the witness must be taken as conclusive” in deciding whether a witness may assert the privilegé
against self incrimination, and the proposition that “the witaess should be required to reveal the
matter behind this claim of privilege to the judge for verification.” Id. at 9. The Supreme Court
explained that when the privilege against self incrimination is mvoked the compronnse between
those two extreme positions was that “the court must be satisfied from all the evidenoe and
circumstances, and ‘from the implications of the question, in the setting in which it is asked, that a
responsive answer to the question or an explanation of why it cannot be answered n:ught bc
dangerous because injurious disclosure could result,’” Id. If a court is satisfied that answenng the
qucst:on would potentially incriminate the witness, the claim of “the privilege will be accepted

without requiring further disclosure;” but, if & court decides that the answer would not be

incriminating, then the witness “may answer [the question] without violating the privilege which is
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secured to him by law.” Id. The Supreme Court explained that courts “cannot participate with [the
witness] in this judgment, because they cannot decide on the effect of [the witness’s] answer without:

knowing what it would be, and disclosure of that fact to the judge would strip {the witness] of the

privilege which the law allows and which [the witness] clalms.” Id.

Drawing on this analogy, the Supreme Court in Reynolds stated that in considering an |
assertion of state secrets privilege, “the court must determine whether, ‘from all the circumstances -

of the case, . . . there is a reasonable danger that compulsion of the evidenoe will '.expo'se' military

matters which, in the interest of national security, should not be divulged.” Reynolds, 345 U.S, at
10. When that is the case, in camera review should not be done, because “the occasion for the
privilegeis approprla.te and the court should not jeopardize the secunty which the prmlege is meant‘
to protect by insisting upon an examination of the evidence, even by the judge a.lone, in cha.mbers

i | |

To say that an in camera review should not be undertaken automatically, or lightly, is nbt to
say that it may never be done, Courts within this Circuit and elsewhere have recognized that
Reynolds does not bar a court from conducting an in camera review when that is necessary to
determining the validity of a claim of state secrets privilege. See, e.8., Amancan Cm! L:bemes
Union v. Erown, 619F.2d 1170, 1173 (7% Cir. 1980) (en banc opuuon) (s party s showing of need

often compels the district court to conduct an in camerg review of documents allegedly covered by

®As an aside, the Reynolds analysis demonstrates how the particular analogy that a court selects can foreordain
the answer to a legal question. Consider, for example, how the Reynolds enalysis may have led to a different result if
the Supreme Court had chasen to analogize to the attorney client privilege or work product doctrine rather than to the
privilege sgainst self incrimination. When a party esserts attorney client privilege or work product protection for &
particular dosument, courts do not rely on the party's characterization of the document; instead, they routinely review
the document in cmera, even though that requires the party to disclose to the court “the very thing the privilege is
designed to protect.” Reynolds, 345 1.8, at 8. That said, we of course are bound te follow the path the Supreme Caurt
traversed in Reymolds, rather than the one it chose not to follow. o

6
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the privilege in order to determine whether the records are properly classified ‘secret’ by the

" Government™); see also Ei-Masri v. United States, 479 F.3d 296, 305 (4® Cir, 2007) (“[l]n some '
situations, a court may conduct an in camera examination of the actual mformation sought to be
protected, in order to ascertain that the criteria set forth in Reynoids are ﬁ.llﬁlled”);_ Norrhrop Corp.‘ -
v. McDonald Douglas Corp., 751 F.2d 395, 401 (D.C, Cir, 1984) (“when s litigant must lose ifthe '
claim [of privilege] is upheld and the Government’s assertions are dubious in view of the nature_o'f'
the information requested and the circumstances surrounding the case, careful in camera
examination of the material is not only appropriate . , . but obligatory™), Whilel a plaiﬁtiff‘ s‘ need .for'
the information that the government seeks to shield cannot overcome the state secrets privilege once
established, a plaintiff’s showing of necessity “will determine how far the court should probe in
satisfying itself that the occasion for invoking the privilege is appropriate.” Reyn‘ai‘c.is',' 345 US at
11. Thus, “[w]here there is a strong showing of necessity, the claim of privilege shoul.d not be Iighﬂy
accepted...” Id.; see also Erown, 619F.2d at 1173; El-Masri,47T9F.3d at 305; Northrop Corp., 75i
F.2dat 39§. With or without an ir camera review, the burden always remains with the géve;runéﬁt
1o satisfy a court that the state secrets privilege applies to the information the goﬁeﬁnnent seeks to
protect. El-Masri, 479 F.3d at 305. : |

With the guidance provided by these legal principles, we consider defendants’ assertion of

the state secrets privilege as to each of the categories of information in quest:io_n.’

"We note that 1o invoke the state secrets privilege, defendants must comply with certain formal requirsments:
“{tThere must be a formal claim of privilege, lodged by the head of the department which has control over the matter, after
actual personal consideration by that officer.” Reynolds, 345 U.S. at 7-8. There is no dispute that defendants here hava
satisfied those formal requirements for invoking the state secrets privilege.

7
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II.

We begin by considering defendants’ assertion of the state secrets privilege to bar pr'bduéti‘d%l -

of information “tending to confirm or deny whether the plaintiffs are now or ever have be;cn listgd
in the TSDB” (Defs.” Mem. at 4). In particular, defendants have asserted the state secrets privilege

to justify redactions they have made from certain CBP records concerning the plaintiffs’ various

border encounters. According to defendants, the redacted information “would tend to cdn.ﬁr_‘m'-qr" -

deny TSDB status,” and it would not reveal any other information for wﬁiqh the défénda;:lts assert

protection under the stato secrets privilege (12/04/07 Tr. at 26-27). We consider, in turn, plaintiffs’

need for this information and the strength of defendants’ assertion of the state secrets privilege.
A,

As we previously explained in rejecting defendants’ assertion of the 2aw enforcement
lnvestlgatory privilege (doc. # 254: Mem, Op, and Order at 15), we have no duubt that the
information tending to confirm or deny plaintiffs’ TSDB status is central to what plaintif'fs describe
as their “core class claims™ (12/04/07 Tr., at 20). Information that would reveal whether plamnffs
are or have been in the TSDB plainly lies at the heart of their claims that they were either
overclassified (that is, identified in the TSDB when they should not have been) or rn:mdcnuﬁed (that
is, mlstaken for individuals who were in the TSDB). The alleged overclasmﬁcatwn and
misidentification are the events that plaintiffs claim led to their improper detennons Plamtlﬁ's
acknowledge that “knowing whether or not they are on the TSDB is key to and a neeessary and

essential element of proving a prima facie case” on plaintiffs’ overclassification and

misidentification claims (12/04/07 Tr. at 21). As we explained in our earlier ruling, we agree: “[i]t
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is difficult to conceive of how plaintiffs could prove their claims {of overclassification and/or

misidentification] without this information” (doc. # 254: Mem. Op. and Order at 15).*

Defendants argue that plaintiffs have failed to show that this information is necessary fortwo,. . L

reasons. First, defendants argue that discovery may show that plaintiffs’ border stops were “hoﬁ-
routine” and thus do not require any governmental justification (Defs.’ Reply at 6; 12/04/07 Tr. 9-
12). Defendants argue that if this is so, plaintiffs would not have any need to discover whethet tliej*
are or have been listed in the TSDB, because that information would not bear on whether defendants
were entitled to stop them. We have considered and rejected this argument earlier, on the ground
that the allegations here are sufficient to bring the border encounters within the non-routine category
(doc. # 254: Mem. Op. and Order at 10.14),

Second, defendants hypothesize that even with respect to any non-routine. enﬁouﬁ.te.rs,
“discovery may show that they were predicated on conduct by plaintiffs h#vmg l.mthing to do with
whether they were ‘overclassified’ or "misidentified” in the TSDB (Defs.” Reply at 6). Plaintiffs
tested defendants’ hypothetical assertion with concrete intermgaiories asking éefendahts tol state, fd;“
each border detention of a plaintiff, “all facts which formed the predicate for the actionl." :IWé have
reviewed defendants’ responses, and we find them inadequate to undermine plaintiffs’ §howing of
need. To begin with, defendants refuse to provide the reason for any detentions that they have

chosen to categorize as “routine” (Defs.” Responses and Objections, Objection No. 7, 8). The eight

YWe recogunize thet plaintiffs have claimed thet during their detentions, they suffered deprivations of their rights
(through sxcessive force, deprivation of property without due process, and unreasonabie conditions of confinement)
resulting from policies the defendants have adopted (see Second Amended Complaint Ty 30-31).. Plaintiffs assert that
they could proceed with those claims, even if the overclassification and misidentification claims failed (either on the
merits or because defendants succeed in their assertion of the state secrets privilege to block plaintiffs from discovery
on this issue) (12/04/07 Tr. at 20), Ths fact that plaintiffs have other claims in the case thai may remain viable does not
reduce their need for the information about thelr TSDB stakus, vel non, in order to proceed with their overclassification
and misidentification claims.
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plaintiffs who claim overclassification and misidentification allege 38 separate detentions (Second
Am, Compl, 9] 47-84). Defendants claim 30 of those encounters were routine. For. those.
encounters, defendants have provided no information as to why they were stopped — and, certainly,
no reason that is independent for any TSDB status plaintiffs may have for the remaining eight
encounters. Defendants’ explanation of those encounters in their interrogatory answers do not
exclude the possibility that plaintiffs were stopped as a result of ‘alleg.e_d ovcrcl.qs_siﬂcaﬁoﬁ' or . |
misidentification.? e

From this, we do not presume that the border stops were based on plaintiffs’ being liswci m
the TSDB, or being mistaken for someone who was. But, we cannot ignore that defendants, who
have ready access to information about the basis for the stops, failed to supply imerrcgatory answers .
that squarely showed that the stops had “nothing to do with whether [plaintiffs] were overclassiﬂed’
or ‘rnisidentified’”” (Defs.” Reply at 6). Defendants know the names of the govemmental mdmduals
who have knowledge of the stops, which they disclose in theiri mterrogatory responm Defcndants
also indicate that there are records for all but one or two of the stops, and those records would show
both why the person was referred for seconda.ry inspection and then why certain actions were taken
during the secondary inspection (12/04/07 Tr. at 6-7). In these circumstances, we reject defendants;

argument that plaintiffs’ showing of a strong need for information that would confirm or deny

‘Defendants say three encounters resuited from plaintiffs being identified in the Treasury Enforcement
Communications System (“TECS"™) maintained by CBP as “armed and dangerous™ My. [shaque (Fanuary 29, 2006);
Mr. Jammel (December 27, 2005); and Mr. Bhatti (May 6, 2005). Defendants do not explain why stops were made of
Mt. Rehman (June 9, 2005}, Mr. Khoury {November 19, 2002), or Mr. ﬁnwar(MnyB{} 2005 andApnl 23, 2006} (Dcfs !
Responses and Objections, at 9-17).

REDACTED

10
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whether they are or were in the TSDB is diminished by 2 hypothetical that defendants’ scenario has
offered in their brief, but has failed to substantiate in their discovery responses.
B.

We now turn to the question of whether, in the face of plaintiffs’ strong showing of necessity, -
defendants have established that “the occasion for invoking the privilege is appropriate,;"Ré)w'quf', -
345 U.8, at 10, as to the material redacted from the CBP documents. Defendants offer a vanety of.
arguments to support their contention that confirming or denying plaintiffs’ current or former TSDB
status would present a reasonable danger of jeopardizing national security. To the extent that an
individual is engaged in terrorism-related activity, knowledge that he or she fs listed in the TSDB
would cause the person “to alter the nature or extent of his terrorism-related acﬁvity, or t_ake new
precautions against surveillance, to frustrate the government’s inte!ligence—gatheriﬁg eﬂ'orfé. ...[h]e
might change his appearance or acquire false identification to avoid detection; or he might
temporarily cease all temrorism-related activity, and even go into hiding, until such time as he could
re-emerge and resume his activities without fear of scrutiny™ (Defs.’ Mem. at 7). Defmdants further
argue that disclosing that an individual is no longer in the TSDB could harm natlonal secunty by
allowing those individuals who wish to engage in terrorism-related acuwty to do so “w1thout fear
of detection;” for those individuals who are “entirely law abiding” but who previoﬁslyl had been
listed int the TSDB, it could reveal to persons or organizations associating with that perspn“that ﬂ'le};
too were subjects of government scrutiny,” which could prompt them to “take steps to avoid fuﬁher
detection,” and could “reveal sources and methods” of gathering intelligence (Id at 7—8) Defendants
further argue that it is not possible to distinguish between disclosures of mdmdual mvestxgatwe

status that would be harmful to national security interests and those that would not: “[i]f the

11
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government were to disclose that one individual is not now nor ever has been the subject of an

investigation, but refuse[d] di sclésure when another individual is or has beena terronstsubject, thﬁt
very act of resistance would reveal the information the government seeks to protect” (/d, at 8) "
These arguments and the declarations that defendants have offered to suw them are '
insufficient fo establish that the state secrets privilege is applicable' to the redacted information in
the CBP reports. We appreciate the concerns that defendants have expressed, and we have no doubt
that they are bffered in the utmost of good faith. But, they are general concems and our miésibn
under Reynolds is to assess a claim of state secrets privilege based, not only on general condems, bﬁt |
also from all the circumstances of the case. Reyrolds, 345 U.S. at 10. Here sach of the eight
plaintiffs who were subjected to border stops claim that this occurred on 38 separate cccasions,
ranging from twice (in the case of Dr. Bhatti) to eleven times (in the case of Mr. Jammal)," |
| This point strikes at the heart of defendants’ argument that disclosure of ,TSDE status would
allow so:heone bent on terrorism-related activity to elter his or her conduct 61' take steps to avoid
detection. The predicate assumption of that argument is that such an mdlwdual is not a-w;a're ‘;tﬁ;t
he is the subject of an FBI national security investigation” (Defs.’ Mem. at 7). That argument could
have force in a situation where a person secking to learn of his or her TSDB status had not been
stopped at the border or had not otherwise been alerted to the fact that he is under investigation.
However, in this case where the plaintiffs. have alleged they have been stopp;:d ﬁt border.entrieg on

numerous occasions each (38 in all for the eight plaintiffs), there is little force to the argument that

"In particular, plaintiffs allege that Mr. Rahman was subject to border stops on four different occasions;
Mr. Anwar on nino occasions; Dr. Bhatti on two occasions; Mr. Ishaque on three occasions; Mr. Jammal on eleven

occasions; Mr. and Mrs. Khoury on seven occasions; and Dr. Rehman on two occasions (Second Amended Compiaint
1 47-84). | ‘

12
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revealing their TSDB status will alert these plaintiffs for the first time that they have been under
government scrutiny. As we observed in our earlier ruling, “we expect that plaintiffs who have been
repeatedly stopped when entering the border have been alerted to the fact that they are or may be of
interest to the FBI or other govemmental investigative authorities” (dec. #254: 'Ma);'l '20077Me'ni. |
Op. and Order at 23-24). Against this factual backdrop, we find that defendants’ argmnems are
insufficient to show that revealing whether these plaintiffs are or were listed in the TSDB would |
result in disclosure injurious to national security."!

Defendants’ argument that revealing the plaintiffs TSDB status would reveal ‘sources and
methods of information gathering (Defs.” Mem. at 8) fares no better. During oral argument,
defendants stated that the redacted information from the CBP records docs not contain any alleged
staw: secret information other than information that would confirm or dﬁl}* the ]:lllaintiffé’ TSDE!
status (12/04/07 Tr, at 26-27), Defendants have offered no explanation &s to how the disclosure of
TSDB status, without more, would reveal the sources of information or methods of investigation.

Moreover, in assessing defendants’ argument that it would invariably comﬁromise ﬁatioﬁf;\l
seéurity to éver disclose to a person his or her TSDB status (Defs.” Mem. at 8), we oonsidéi' the. fa;:t
tlﬁx the government on certain occasions has disclosed to persons informatioﬁ tﬁat would tend to
confirm or deny their TSDB status. Prior to suit, ICE wrate a letier to Mr. Rahman indicating that
“your clearance difficulties arc the direct result of an unfortunate misidentiﬁcaﬂon sWo," and

that “[t]he troubles you are expetiencing are the result of this type of near matching with information

'"Nor are we persuaded that if a particular platatiff here was informed that he is not (or never was) listsd on the
TSDB, he would be emboldened to engage in terrorist activity (Defs.! Mem. at 7-8). Again, these plaintiffs have, for
some reason, all come to the attention of defendants during multiple border entries: In these circutnstances, a staternent
by defendants that the person is not listed in the TSDB would not likely be construed by that person — or others he
associates with ~ as a green light for activity that might bring them back under government scrutiny. :

13
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in the NCIC and TECS on another person who has the same or similar name and date of birth as -

yours” (Defs.’ Supp. Brief, Ex. 3). In addition, CBP wrote pre-suit letters to SenatursBarack Obama_' R

and Richard J. Durbin stating that Mr. Rahman “is not on record as a criminal suspcct " that the
Interagency Border Inspection System (“IBIS™) database maintained by CBP had several énu'ies with
individuals who have the “same or similar name as that of Mr. Rahman’s,” and that certain
1dentifying information provided by Mr, Rahman “will allow our offices to differentiate Mr, Rahman _
from the subject of the records” in the future (24., Ex. 4). Whlle those letters dld not specxﬁcally. :
state that Mr, Rahman was not in the TSDB, defendants conoede that no partlcular “talismanic”

words have to be used to convey that information (12/04/07 Tr. at 29).

REDACTED

Similarly, in March 2006, CBP wrote a letier to Congressman Chet Bdwards of Texas
concemmg one of his constituents, Mr. Anwer Ahmed (Pls.’ Second Supp Ex. 1). In that letter
CBP stated that a border stop Mr. Ahmed experienced on January 2, 2006 was the resuit of
Mr, Ahmed's name and date of birth being “the same or similar to a person of interest to CBP,”’ an&
the “CBP officer’s efforts to establish the difference between the two” (Id ). While defendants clmm
that this letter did not disclose TSDB status to Mr. Ahmed, we ﬁnd the letter substauuvcly
indistinguishable from the letters that defendants concede implied that Mr. Rahman was not listed
in TSDB at the time of his border stops. The letter to Congressman Fxwards makes clear that the
reason for Mr. Ahmed’s stop was that his name and birth date were the same or similar to someone

¢lse who was of interest io CBP, thereby conveying to Congressiman Edwards the information that
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e

Mr. Ahmed, himself, was not stopped because he was a person of interest — and thus was not in the
TSDB. |
REDACTED
Defendants
do not state that the explanation about Mr. Ahmed’s border stop provided to Repmséntaﬁve.ﬁdwaqdé
was false, but neither do they confirm that it was accurate: defeﬂdanté say that the accuracy of what
was set forth in the letter to Representative Edwards “cannot be taken for granted,

REDACTED (/d. at 15). We do not find that explanation persuasive. Defendants
have stated the concern that 4 person inclined towalrd terrorist activity, who is told that he is not in
the TSDR, may be encouraged to engage in that very activity (Defs.” Mem. at 7-8) — surely a result
thi;.t no one wishes to oceur. And, there is no evidence that Mr. Rahman or Mr. Ah_med dﬁubted tl';e
cotrectness of the representations when made. Thus, REDACTED

irrespective of the veracity of the representation concerning
Mr. Ahmed, the fact remains that the government made the representations. The act of making thoﬁe
representations weakens defendants’ claim that doing so _]eopardizes nanonal sccunty |

We do not treat these disclosures by ICE and CBP in the cases of Mr Ralunan and
Mr., Ahimed as any waiver of the state secrets privilege in information concerning others who are (or
are not} listed in the TSDB. Nor do we view these disclosures as estopping the govenunent from
¢Vver asserting state secrets privilege as to a person’s TSDB status. See Bassiouni v. CI4,392F.3d
244, 247 (7" Cir. 2004) (“[1]f even a smidgen of disclosure required the [govenunent]‘to open its
files, there would be no more smidgens™). But, the government’s decision to disclose thig

information about Messrs. Rahman and Ahmed to two United States Senators and one United States
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Representative does bear on the credibility of defendants’ assertion that it always would jeopardize

national security to disclose that any individual “is not now nor ever has been the subject of an
investigation” (Defs.’ Mem. at 8),. _
Defendants argue that disclosure of this information in the past does not preclude them from |
concluding in another case that disclosure of like information would lead to an unacceptable _risk'
(Defs,” Supp. Br. at 15 n.9, quoting C14 v. Sims, 471 U.8. 159, 180-81 {1985)). Defendants have
stated that “it is not the practice anymore to tell anybody rightly or wrongly that * You are not on the
Terrorist Watch List’” (12/04/07 Tr, 41). We view this as a variation oi" defendants’ argument that
the prior statements concerning Mr. Rahman and Mr, Ahmed do not waive defendants* ﬂght to assert
the state secrets privilege here. We agree that those earlier statements were not a waiver, But,‘ as
we have said, those statements do bear on the credibility of defendants' assertion ﬁlat disclosing
whether a person is or was on the watch list would invariably jeopardize national security,
Defendants have provided no persuasive explanation why the disclosures with mspect to
Messrs. Rahman and Abmed were not deemed injurious to natmnal security, but dl,sclosure to the |
plaintiffs REDACTED would jeopardize
national security. R | |
Inthe interest of completeness, we address several additional arguments plainﬁffé have made
in opposition to the assertion of state secrets privilege which we have not found persuaswe F:rst,
plaintiffs assert that TSDB status cannot be a state secret, because itis not clasmﬁed mformatmn and
is accessible to nearly one million members of the law enfomement community (Pls Mem at 10)
Weagree with defendants that disclosure within the law enforcement community, which is necessary

to utilize the TSDB information, does not answer the question of whether disclosure of that same
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information outside the law enforcement community would jeopardize national security. We noté

that a report by the United States General Accounting Office, enutled Terrori.st Watch Lm' '
Sereening, recommends that steps be taken to make the TSDB available for use by thapnvate sector : '_.

a recommendation that DHS endorses (see Pls.” Third Supplement, Ex. 1, at 4.7-_48‘. 55-56, 58), No -

timetable has been set for deciding whether to implement private sector use of the TSDB, and if so,

what procedures or limitations may apply. Second, during oral argument, plaintiffs suggested that

during the border encounters, plaintiffs were told “in so many words” that their name.or similar

name was on the watch list (12/04/07 Tr, at 31). After reviewing plaintiffs’ interrogéfory answers -

on this point, we are persuaded that plaintiffs’ statements of what occurred fails to establish that
defendants officially and publicly acknowledged the watch list status of any plaintiffs during those
encounters. Terkel, 441 F. Supp.2d at 915 (citing Fitzgibbon v. Cid, 911 F.2d4 755. 765 (D.C. Cir.
1990)). |

To summarize, with respect to the mformanon redacted from the CBP records, we ﬂnd that
plaintiffs have established a strong showing of necessity to obtain discovery that would conﬁrrn or
deny their TSDB status, in order to pursue their core claims of wrongful detentions based on
overclassification and/or misidentification. We further find that, against tﬁis strong showing of
necessity, defendants have failed to establish that, under all the circumstances of this case, disclosure
of that information would create a reasonable danger of jeopardizing natz;ona.l security. Accordingly,

we deny the defendants® motion for a protective order to bar discovery of the redacted ‘infomtion‘
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from the CBP records. Production of that information will be pursuant to the terms of a protective |

order limiting the scope of disclosure and use of that information.?
1. .

We now turn to defendants’ assertion that the state secrets privilege bars production of the
FBI investigative files for those plaintiffs who may now be listed or ever have been listed in the
TSDB and any records pertaining to the plaintiffs in the TIDE. The character of the information
contained in the FBI files and the TIDE database, together with plaintiffs’ .iower level of need fdif
that information, persuade us that the state secrets privilege is properly invoked as. fo .this
information.

The TSDB information that plaintiffs seek would reveal only whether plaintiffs are or have
been listed in the TSDB, or the names of persons for whom they may have been mistaken, The
TSDB information at issue here would not reveal any detaﬂs about the path of investigation that led
to a petson being included in the TSDB. By contrast, any FBI investigative files or TIDE database
information that might exist would contain details about the information that the goverhment has
learned about someone with alleged terrorism-related activities, and the sources and methods ;()f
investigation used to obtin that information. The case law recognizes that disclosure of this kind
of ‘infonnation would adversely affect national security. See ACLU v. Brown, 619 F.2d at 1174
(noting that the; information there did not meet the test for state secret where it would not reveal, f(‘.)‘r

example, “the extent of such surveillance, or the means by which it was accomplished").

"“Because we order the redacted information to be disclosed, and because defendants have indicated that the
redacted information contains no alleged state secret material other than information that would tend to confirm or deny

whether plaintiffs are or have been in the TSDB, We see o Teason to order an in camera review of those materials,. -
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The fact that defendants have expressed interest in these plaintiffs, as evidenced by thie
frequency with which they were stopped at the border, in no way discloses what information caused

any of these plaintiffs to be of interest or the investigative techniques that were used to obtain that

information. Thus, disclosure of any FBI investigative files or TIDE database information “could

give adversaries of this country valuable insight into the government’s intelligence astivities,;’
Terkel, 441 F. Supp.2d at 917 (holding that the state secrets privilege was properly invoked to:
prevent disclosure to plaintiffs of information that would confirm or deny whether AT&T had
disclosed large quantities of telephone records to the federal government),

Plaintiffs’ showing of need for this information is less compelling than it was with respect
to their TSDB status, There is no doubt that plaintiffs’ overclassification and mlsldcnuf' cation
claims will fail if they are unable to discover whether, in fact, they are or were hstcd in the TSDB,
a point that plaintiffs acknowledge (12/04/07 Tr. at 21). By contrast, plaintiffs have disavuwed any
need to discover the “methods and sources used to assemble the information in the FBI files and the
TIDE database” (/4. at 55). While more equivocal on this next point, plaintiffs expressed uncerinﬁty .
about their need for information that may exist in any FBI files and TIDEdaxabases to show ﬁw
credibility of any source of information that might have led to somebody being identified asa
terrorism threat and thus being listed in the TSDB (/d. at 57).

Plaintiffs have not suggested that they would be unable to pursue their overclassification and
misidentification claims without the information that may exist in any FBI files or TIDE datahase
And, we can envision how plaintiffs might be able to pursue their claims without that informatlon
Under our ruling, plaintiffs will have information indicating whether, at the times of the bnrdcr stnps

they were listed in the TSDB. If they were listed in the TSDB, they will be free to offer ewdence
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to show that they had no involvement in any terrorism-related activity, and thus were overclassified.
If they were not listed in the TSDB but were mistaken for those who were, they are free to offer
cvidence to show why that was the result of improper government policies and praétieea.‘ In 'a'id of -
those arguments, plaintiffs may seek to offer evidence from official govemmeni reports 1o attempt. .
to prove that defendants’ policies and practices cause “widespread misidentification and

overclassification” (Pls.” First Supplement at § 2(b), citing Ex. 3) (Report of the Office of Inspector

General (“OIG”) of the U.S. Department of Justice, September 6, 2007, entitled Fofiow-updudztof .

Terrorist Screening Cem‘er) (Pls.” Third Supplement, Ex. 1) (Umted States General Accounung
Office (“GAO™) Report, October 24, 2007, entitled Terrorist Waich List Screening).

To date, defendants have not offered evidence to unequivocally show that the plaintiffs’
border stops were based on some factor other than the overclassification and/or misidentiﬁcation tha;t
plaintiffs allege, Defendants may persist in claiming that most of the plaintiffs’ border encounters
were routine and that, as a result, they have no overclassification or nusldennﬁcatton clatm -
whatever their TSDB status, Even if they prevail on that contention, the argument does ot help
defendants explain the reason for the stops thai even defendants treat as non-routine. As for any non-
routing stops (whether eight, or 38, or somewhere in between), defendants may have difficulty iﬁ
arguing that plaintiffs’ detentions did not result from overglassification ar misidentificatinn when
ﬁley have failed to offer discovery to show why the stops were made. At some point in the casé,
defendants may have to confront the question of whetherto providel further informlaltion to show whf
a plaintiff was in the TSDB (if any were), or why defendants’ policies and i:racticés 'd‘o nﬁt léad to

large scale overclassification and/or misidentification.
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In making these observations, we are not undertaking the role of lawyer for plaintiffs or

defendants; nor are we attempting to dictate how either side must try to prove its case. We make

these observations only to underscore that plaintiffs” claims will not inevitably fail without access

to information that may exist in any FBI files or TIDE database that defendants’ claim as state .

secrets. As a resﬁlt, plaintiffs have not made a strong showing of need for this. infonna'ﬁon.
Accordingly, we find that the state secrets privilege is applicable to any FBI ﬂles ot TIDE database
that might disclose sources of information or investigative techniques, or the details of any
information that may exist about plaintiffs."’ | |

That said, we are unable to determine from the materials defendants have submitted whether
any information about plaintiffs that may exist in FBI files or the TIDE database is limited to sources
of information or investigative techniques. We can envision the possibility that nf‘ there is any
responsive information in FBI files or the TIDE database, it may oontam amxture of state secret and
other information. If so, the two categories of information may be so intertwined that producing
redacted versions may be impractical, On the other hand, there may be discrete items of responsive,
non-state secret information that can be segregated, and that should be produced. In our Judgment
in camera review of any responsive FBI files or TIDE database mfonns.tmn that may exlst is

necessary in order for the Court to make that determination. Compare ACLU v. Brown, 619 F.2d

3We are mindful that arlier in the case, we denied defendants’ assertion of the law enforcement investigative
privilege as to any FR) files (doc, # 254; Mem. Op. and Order at 23-24), We held that the defendants’ interest in
protecting sources and methods of investigation could be addressed in a protective order, and did not cutweigh plaintiffs®
need for the information (/d)). However, when considering the law enforcement investigative privilege, we balance the
need of the litigant secking the information ageinst the hann to the govermment from disclosure (/4. at 15). By contrast,
once material is found to qualify for state secrets privilege protection, no balancing of interests is permitted productlon
of the material cannot be compelled. :
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at 1173 (in camera review appropriate to determine whether documents meet the standard of
 “relevance” needed to be discoverable, and are subject to state secret privilege),

Accordingly, defendants’ motion for protective order to bar disclosure of- any mformmm

about plaintiffs that may exist in FBI files or the TIDE database is granted, lnsnfar as that'. -

information would reveal methods and sources of information, and the details of any.mfmjmaﬁon that -
may exist about the plaintiffs that would disclose methods and sources.'* By April 15, 2008,
defendants shall submit any responsive documents to the Court, ex parte and in camera, so that the
Court can determine whether they contain amy non-state secret information that is relevant and can
be produced without revealing state secret information.

Iv.

We now turn to defendants’ assertion of the state secrets privilege as a bar to pm&uctioﬁ of
two policy and procedure documents. According to defendants, these two policy and procedure
documents are classiﬁed because they relate to & “terror screening policy applied toa particu]ar
category of watch listed individuals” (Defs,' Mem. at 11). Defendants argue that plamtlﬁ's catmot
show any need for these policy documents, because “the screening pohcy that’s d:smsscd in ﬂnose
documents, over which we are claiming privilege, could not possibly have been applied to these

plaintiffs during their border crossings™ (12/04/07 Tr. at 46). In addition, defendants say that the

1“Plaintiffs argue the GAD report shows that under the standards by which the FBI detertines whether names
should be forwarded to the TSDB, there is a “significant possibility” that i€ any plaintiffs have FBI files, then they contain-
“only pedestrian information that does not implicate national security” (Pls.’ Third Supplement, at §2). For thatreason,
plaintiffs argue that the Court should engage in an [n camera review of any FBI files (md presumably, any TIDE
database) (7d.). However, we wigh 10 make it clear that we do not order an in comera review for thig reason. In order
to ascertain whether any information that might exist about one or more plaintiffs is “pedestrian,” one would need to
know not only the Information but the seurces and techniques for aszembling the information; plaintiffs have expressly
disavowed any intersst in obining such information, which we would consider protected by the state secret privilege,
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public GAQ report that discusses ¢ertain govemnment palicies with respect to terrorist screemngdoes

not waive any state secrets privilege in those documents, because the pohcles set forth in those
documents are not discussed in the GAO report (Id. at 46-47). |

Unlike the case with the other categories of information over wﬁich defendants assert a state
secrets privilege, we cannot resoive this particular claim without resorting o the classified material

that the defendants have filed ex parte for in camera review. We have reviewed the particular

declaration on which defendants rely, that of Mr. Joseph Billy, Jr., Assistant Director, -Countér B

Terrorism Division of the FBI. Based on our review of that declaration, we are satisfied that these

two policy and procedure documents fall within the state secrets privilege.

Because, like the policy and procedure documents, the contents of the Billy declaration are
classified, we can go no further in this public opinion in discussing the reasons for that conclusion.
We do so in a separate Memorandum Opinion and Order issued today that discusses the classi.ﬁed
information; &s a result, that Memorandum Opinion and Order will be classified and unavailable for
inspection by the public or by plaintiffs’ or their counsel. The Cowrt du'ects that tbe separate

classified Memorandum Opinion and Order be held in the custody of the Court Secunty Office of
the Litigation Security Section of the Department of Justice, so that it will be available in the event
of any review of this ruling by the presiding district judge or the court of appeals See Terkel, 441

F. Supp 2d at 902 (addressing procedure for handling of a judicial opmmn that discusses classified

information)."

“Plaintiffs, of course, have not been privy to either the policy documents at issue or the Billy declaration that
discusses them, Plaintiffs thus urge that the Court not rely on the Billy deciaration, but, instead, conduct an in camera
review of the documents themselves (Pls.’ Mem., at 18), We understand why plaintiffs make that request, However,
Reynolds requires us to forgo in camera review of documents for which the government asserts the state secrets privilege
if other materials presented establish that there is a “reasonable danger” that compuision of the evidencs would
jeopardize national security. Reynolds, 345 U.S, at 10. Forreasons that we cannot disclose here, but which we explain
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CONCLUSION

For the foregoing reasons, the Court grants in part and denies in part defendants’ motion for

a protective order barring discovery of matters subject to the state secrets privilege (doc., # 280). We
deny the motion with respect to the production of redacted information from the CBP. records that
would tend to confirm ot deny whether plaintiﬁ's are now or ever have been listed in the TSDB; we o

find that the state sscrets privilege is inapplicable to that information, and that defendants must

produce that information to plaintiffs in this case. In the absence of any objection to this ruling,
defendants shall produce this information to plaintiffs by April 15, 2008. In the event defendants
object to this portion of the ruling (which we expect is likely), the Court will stay any requirement
that the redacted information be produced pending ruling by the district judge on the objections.
We grant the motion with respect to the policy and procedure documents at issue, and to any
responsive FBI files or TIDE database information that may exist that would dlsclose mvestlgatlve
techniques and sources, or the details of any information that may exist about the plaintiffs that
would disclose techniques and sources; those materials qualify for pmtectlon under the state secrets

privilege, and thus defendants are authorized to withhold them from production. However, b}' Aprl!

15, 2008, defendants shall submit, ex parfe and in camera, any responsive FB[ files and TIDE:

in our classified Memorandum Opinion and Order, the Billy declaration satisfies the Cowt that the policy and procedure
documents are state secrets and that the information in them has not been disclosed in the GAQ report. _
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database information so that the Cowrt can determine whether any of it is relevant, non-state secret,

and can be segregated from state-secret information and thus should be produced,'

@Z /@L

SIDNBY I, SCHENKIER
United States Magistrate Judge

Dated: ldpi"i“l e, 200%

'¥In response to the Court’s May 1, 2007 discovery order, defendants also withheld five TSC policy docurnents

that contain “sensitive security information relared to transportation, which defendlants say cannot be produced unless
plaintiffs first follow certain administrative procedures (Defs.” Mem. at 11-13). Plaintiffe have agreed that the parties
should further discuss that issue (Fls." Mem. at 2 n.1). During oral argument, the parties agreed that this particular issue
is on the “back burner™ and should not be addressed at this time (12/04/07 Tr, at 14-15). Accordingly, at this time we
do not address this issue; but, we leave open plaintiffs’ right to raise the issue if they so choose at a later time.
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