REDACTED / CLEARED FOR PUBLIC RELEASE

Filed with the Classificd
Informatign Security Otficer
| (:1'50\)03j1

' _, (LD
UNITED STATES DISTRICT courT ~ Diw A [B{Te\3

FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA Criminal No.: 10-225 (CKK)

V. Filed In Camera, and
Under Seal with the Classified

STEPHEN JIN-WOO KIM, [Information Security Officer

also known as Stephen Jin Kim,
also known as Stephen Kim,
also known as Leo Grace,

. . - . . - A ;o . .

Defendant,

GOVERNMENT’S OBJECTIONS TO ADEQUACY OF
DEFENDANT’S SECOND CIPA SECTION 5 NOTICFE

G. Michael Harvey

! Jonathan M. Malis
Thomas A. Bednar
Assistant United States Attorneys
United States Attorney’s Office
5355 4th Street, N.W.

Washington, D.C. 20530

Deborah A. Curtis

Julie A. Edelstein

Tral Attorneys

U.S. Department of Justice
600 E Street, N.W.
Washington, D.C. 20530

REDACTED /CLEARED FOR PUBLIC RELEASE



Case 1:10-cr-00225-CKK Document 192 Filed 11/13/13 Page 2 of 13

(UJ) The defendant’s second notice under the Classified Information Procedures Act, 18
U.S.C. App. 3 ("CIPA™) (“Secoﬁd CIPA Section 5 Notice” or “Notice™) contains 49 categories
and sub-categories relating to classified information that the defendant seeks to disclose at his
trial. While some of the dcfcndzint’s descriptions of classified information in the Notice are
sufficient for CIPA Section 5 purposes,’ many are not because they lack the specificity required
at this stage of CIPA proceedings. Accordingly, for these remaining vague descriptions of
classified information, the United States is not in a position to 1identify, let alone object under
CIPA Section 6(a), nor will this Court be 1n a position to make the required determinations
concerning the use, relevance, and admissibility of that classified information that CIPA Section
6(a) requires. Before proceeding to CIPA Section 6, the Court should order the defendant to
provide a particularized notice scttiﬁg fOI'ﬂ.'!l the specific classified information that he expects 1o
disclose at trial. Alternatively, the Court should preclude the disclosure of any classified
information for which the defendant has failed to provide the requisite particularity and
specificity. The government’s specific objections to the adequacy of the defendant’s Second
CIPA Section 5 Notice are set forth below.

Uy L CIPA Section 5 Requires a Pa rticularized Notice of the Specific
Classified Information the Defendant Seeks to Disclose Publicly

(W) “CIPA was enacted by Congress in an effort to combat the growing problem of
praymail, a practice whereby a criminal defendant threatens to reveal classified information

during the course of his trial in the hope of forcing the government to drop the criminal charge

against him.” United States v. Smith, 780 IF.2d 1102, 1105 (4th Cir. 1985) (en banc). By

P L

' (1)) The United States does not object to adequacy with respect to the following categories as
enumerated in the defendant’s Notice: Item Numbers 1, 2, 3, 4, and 6.
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requirng a dcfcndant to “specifically set out the classitied information the defendant belicves he
will rely upon in his defense,” and requiring the court to make pretrial rulings regarding its
admussibility, CIPA is designed to eliminate the risk that the United States will be surprised at
trial, unable to evaluate disclosure claims, and instead simply “abandon prosecution rather than
risk possible disclosure of classified information.” Id.
(J) Thus, CIPA estahlishes procedures by which courts rule on pretrial matters
concerning the discovery, use, rélevance, and admissibility of classified information in crimtnal

cases. A defendant’s CIPA Section S notice of the classified information that he reasonably

expects to disclose is “the central document” in that CIPA process. United States v. Collins, 720

F.2d 1195, 1199-1200 (11th Cir. 1983). Through that notice, CIPA “requires that the defendant
be forthcoming, before trial, as to anticipated evidence;’ and establish “what classified
1nformaﬁon will actually be — as opposed to vaguely threatened to be - made public if the case
proceeds.” [d. at 1999.

(U) CIPA Seclion 5 sets forth the requirements for the notice. It mandates that
defendants provide timely written notice to the Court and the United States, describing any
classified information that the defendant reasonably expects to disclose at trial or in any pre-trial
proceeding. 18 U.S.C. App. 3 § 5(a). Where no notice 1s given, the Court may preclude the
disclosure of such information. Id., § 5(b). Following the deiendant’s notice, the United States
may request a hearing under CIPA Section 6(a) on the use, relevance, or admissibility of any
classi fied information in the notice. 1d., § 6(a). Aftcr such a hearing, the Court must “set forth 1n
writing the basis for its determination” on use, relevance, and admissibility “[a]s to each item of

classified information.” Id.

]
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(L) Courts have consistently held that, although the description of the classified
information in the defendant’s notice may be bricf, it must nonethless be particularized and set
tforth the specific classified in_formation that the defendant reasonably believes that he will
disclose to the public at his trial. . “I'T |he objective of CIPA 1s to provide the government with

both notice of the defendant’s intent to introduce sensitive information at trial, and a

particularized description of the classified information prior to trial.” United States v, Badia, 827

I.2d 1458, 1465 (11th Cir. 1987) (emphasis in original). Indeed, “[tlhe notice must specifically
set out the classified information the defendant believes he will rely upon in his defense. A

gcneral statement of the areas the evidence will cover is insufficient.” Smith, 780 I'.2d at 1105.

Where documents produced in discovery are at issuc, a CIPA Section 5 notice is adequate 1f 1t
“informs *[t|he government . . . exactly to which documents [the defendant] was referring, and

[to] what information was contained in them.’” United States v. Rewald, 889 F.2d 836, 855 (9th

Cir. 1989) (quoting Uniled States v. Miller, 874 F.2d 1255, 1276 (9th Cir. 1989) (upholding

district court order requiring défendant “to specify with greater particularly which documents or
portions of documents were relevant.”)). CIPA Section 6 proceedings cannot proceed without an
adequate Section 5 notice because, without it, both the United States and the Court would lack an
adequate basis to evaluate the specific classified information at issue and any objections or
alternatives to its disclosure. “Obviously, without a sufficient notice that sets forth with
spcciﬁcity the classificd information that the defendant reasonably believes necessary to his

defense, the government is unable to weigh the costs of, or consider alternatives to, disclosure.”

Badia, 827 I'.2d at 1463.

(U) The Eleventh Circuit considered at length the adequacy of a CIPA Section 5 notice 1n

Collins, a decision which has been followed by other courts. In Collins, the defendant provided
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notice under CIPA Scction S that at trial he intended to disclose classified information
concerning scveral broadly word;ed categorics. The trial court sought to narrow the issues
somewhat, but even at a hearing on the matter, defense counsel would only provide non-
exclusive examples of the types of classified information concerning those categories, reservihg
the right to introduce other specific classified information related to the noticed categories. 720
1.2d at 1198. The United States took an interlocutory appeal, and the Eleventh Circuit reversed

and remanded on the ground that the defendant’s CIPA Section S notice lacked the requisite

specificity and particularity. The Eleventh Circuit flatly rejected the defendant’s argument that
by calling for a “brief description,” CIPA Section 5 permits “a mere general statement of the

areas about which evidence may be introduced™:
1 . | .
o AP . . . .
| T|his overlooks that the ‘brief description’ is to be of the classified information expected
to be disclosed. ‘A brief description’ is not to be translated as ‘a vague description’; ‘of
the classified information’ may not be interpreted as ‘of the areas of activity concerning
which classified information may be revealed.’

Id. (emphasis in original). As a result, *[a] Section 5(a) notice must be particularized, sctting
forth specifically the classified information which the defendant reasonably believes to be

necessary to his defense.” 1d.

e ]

(U) The Eleventh Circuit advised that a trial court “must not countenance a Section S(a)
notice which allows a defendant to cloak his intentions and leave the governiment subject to
surprise at what may be revealed in the defense. To do so would merely require the defendant to
reduce ‘greymail’ to wnting.” Id. at 1199-1200. Aﬁer all,

the government should not be surprised at any criminal trial when the defense discloses,

or causes to be disclosed, any item of classified information. The court, the government

and the defendant should be able to repair to the Section 3(a) notice and determine,
reliably, whether the evidence consisting of classified infonmation was contained in 1t.

[d. at 1199.

A
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(L) The Collins court further held that the trial court should not have proceeded to a

CIPA Scction 6(a) hearing unless and unti] the defendant cured the lack of specificity and

particularity in his Scction 5 notice. Collins, 720 IK.2d at 1200 (**[N]o Section 6 hearing should

be held until the sufficiency of the 5(a) notice, if questioned, has been determined.”). “[A]
sufficient notice is essential to put into motion the other CIPA procedures,” such as the Section
6(a) motion and hearing, id. at 1198, because “the defendant’s ‘asking price,” 1n revelation of
classificd information, should be clcarl_y stated before the government starts to negotiate {or o
better “price’ pursuant to Section 6.7 1d. at 1200.

() The requirement that a defendant submit a particulanzed CIPA Section 5 notice

before the United States objects under CIPA Section 6 also prevents a defendant from using a

ague and overbroad Section 5 notice as a de facto discovery request, calling on the United

States to 1dentify specific information that 1s both classified and objectionable and which may -

or may not — [all under the defendant’s broad notice. To do otherwise would result 1n “suddenly

shifting the burden . . . to the government to anticipate and state what 1t fears from ‘greymail”” in

the face of an inadequate Section 5 notice. 1d. Nor is the government required to sift through 1ts
own evidence to identify classitied information that concetvably falls within an overbroad
Scction 5 notice. “Tt is of no importance that the government can locate specific data about
defendant’s knowledge of sensitive information in its own records.” 1d. at 1199.

(L) Collins has been followed in two CIPA cases in this district. In the Oliver North

prosccution, Judge Gescell required a “precise, highly particularized notice” under CIPA Section
5, ““to be limited to classified portions {of documents] that North considered relevant and

material to his defense.” United States v. North, 708 . Supp. 389, 392 (D.D.C. 1988); see also

id. at 395 (relying upon Collins and Badia). The trial court required a specific notice because

el e
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“CIPA 1s designed to let the government know, with some precision, what the costs of

prosccution would be . .. .” North, 708 F. Supp. at 392. In that casc, after the defendant
repeatedly tfatled to provide a particularized notice under CIPA Section S, the trial court

precluded his use ol a broad range of noticed material. In the related Poindexter prosecution,

Judge Gesell took a consistent approach, adopting “the standard for specificity of notice sect forth

in Collins,” which “shall cover the documents or other information™ the defendant “reasonably

expects to disclose 1 any manner during trial.” United States v. Poindexter, 698 IF. Supp. 316,

321 (D.D.C. 1988). Scc also United States v, Drake, Criminal No. 10-181 (RDB), 2011 WL

2175007, at *1 (D. Md. June 2, 2011) (“A defendant’s Section 5 notice must provide specific
detail as to the classified information the defendant anticipates he will rely upon in his
defense.”).

(y 11 The Defendant’s Sceond Section S Notice Lacks
The Specificity and Particularity Required By CIPA Section 5

(U) When evaluated in light of these standards, the defendant’s Second CIPA Section S
Notice 1s fatally defective. As e}{plaincd further below, Item Numbers 7 through 12, 15 and 16
notice broad categories of information that lack sufficient specificity or particularity as {o the
exact classificd information that the defendant intends to disclose at trial. The United States
further objects to subcategory Item Numbers 7.c., 7.d., 7.e., 7.f., 7.g., 8.b., 9.b;, 10.d., and 10.e.
because they are vague or lack sufficient particularity as to the sources of information the
defendant 1s noticing, let alone the specific classified information that the defendant intends to
disclose publicly from within those unspecified sources of information. Finally, the United
States objects to Item Numbers 5, 7.b,, 10.b,, 11.g., 11.h,, 11k, 11.m., 13, and 14 because they

fail to specify the particular classified information within documents that the defendant expects




Case 1:10-cr-00225-CKK Documen t192 Filed 11/13/13 Page 8 of 13

to disclosc publicly at trial. Filing with the Court broad categories of information and failing
cver to identity the precise classtfied information that the defendant secks to disclose publicly at
trial, does not constitute sufficiently particularized notice under CIPA Section 5. It 1s not the
Courl’s or the government’s abligation to sift through documents or launch a new investigation
to discem precisely what classified information the defendant intends to disclose. Indeed, any
attempt to do so would be futile, as both the Court and the United States could only speculate as
to what specific classified information the defendant intends to disclose. Nor should the Court
permit the defendant to use his Section 5 notice as a means to obtain classified discovery,
imposing on the United States the burden of investigating and then detailing for the defendant
any classified information that could relate to the broad categories in his Notice. Accordingly,
this Court should order that the defendant produce a particularized notice that satisfies the
requirements of CIPA Section 5. In the alternative, this Court should, pursuant to CIPA Secction
S(b), preclude the disclosure of any of the classified information that may fa]l within these

impernmissibly vague categories. Sce Badia, 827 I'.2d at 1466.

Impermissibly Vacue Categories of Information

Uy A,

W The Sccond Section 5 Notice identifies two categories of information - Item

Numbers 15 and 16 1n the defendant’s Notice - that are broadly worded and make no attempt to
specify the classified information the defendant secks to disclose within those categories. Ttem
Numbers 15 and 16 assert that the defendant intends to disclose:

Information relating to the systems and procedures for the classification and
declassitication of dowmcnts and mlormation m cdc,h L,ov:.,mmcnt ageney
rclcvant (O thl% casc, w:u DR R AN e TNk s Lo R LI 'y ],

h}-i

-.,-i'!f' I H
"hlk 11..*},1,1- A 1'1' 4ﬁ ;na‘.i._ili f"-* It.;” i.* &1 ”¥ "'u,ll

16. Information relating to the practices and procedures by which an agency of the
United States povernment (such as the State Departinent) prepares a public or
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media statement that 1s derived {rom or relates to classified information, or
otherwise communicates or discusses information with the media that is
dertved 1rom classified information.

Such vague, non-particularized, “general statement[s] of the arcas the evidence will cover [arc]

msuthicient.” South, 780 F.2d at 1105, Evidence should be precluded in CIPA Scction 5(b) if i

detendant attempts to clicit classified information at trial that he did not adequately notice under

scetion S(a). See 18 U.S.C. App. 3, § 5(a). The defendant cannot seek to evade this penalty by

noticing broad and indefinite descriptions of the areas that his evidence may cover at trial. Nor
can the defendant shift the burden to the United States of investigating this area of inquiry for the

defendunt, or force the government to detail for him during the CIPA Section 6 proceedings any

classitied information that may tall within these broad categories. See Collins, 720 IF.2d at 1190-
200. To permit the defendant to do so would “suddenly shiftf] the burden . . . to the
covernment to anticipate and state what i1t fears from ‘greymail’ in the face of an inadequate

Section 5 notice, see id., and is a back door attempt to discover additional classified information

to which the defendunt 1s not entitled. Moreover, this Court could not adequately make pretrial
rulings regarding the use, relevance, and admissibihity of these broad categories before trial, as

required by CIPA, any more than the Court could make such I'ulings regarding broad categories
of unclassified information (as opposed to discrete, identifiable testimonial or documentary

evidence) during trial,

(V) B.

Non-Exhaustive Lists within Broad Categories

i8) Ilsewhere in his Notice, the defendant notices his intent to disclose

“[1]nformation relating to” broad categories of unspecified classified information (e.g.,

" . | R R AR DS ORI
lllfOI‘ ﬂ“lﬂtlon I‘elam}g tO lat _{s--ﬂgﬂqrf{ﬂi!?&f.ﬁﬂi "T’.!f"jl.."f".l""'w‘“‘?f’ T .l.-._:f.{]fri‘t?:.*r O

Tune 11, 2009™) and provides only a non-exhaustive list of the information that the broad
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categories may encompass, That is, for cach such category, the defendant indicates that it
“includefes] but [is] not limited to” the examples provided. On its face, such notice fails. The
United States objects 1o Item Numbers 7-12 on this basis. For example, in Item Number 7 the

defendant states that he ntends to elicit “[ijnformation relating to the distribution of copies of thc

-.1:‘* Ill p_-'; i "r' # 1 l . u% * i 1' 'ﬂ- * .'r-_lr |

RN Y R, B N S b g B including but not limited to” [ourteen sub-categories. In
addition to lacking specificity as to the classified information at issue, these categories lack any
definiteness whatsocver because they claim to be “including, but not limited to” the examples
provided, and as a result purport to provide notice of wholly unspecified classified information
bearing some unarticulated relation to the general subject matters set forth in the Notice.” The
detendant’s liberal usc of the sweeping term “relating” further compounds the problem. These

sorts of non-exhaustive statements are what the Eleventh Circuit condemned in Collins. 720 F.2d

at 1198,

New Discovery Demands Diseuised as a CIPA Section 5 Notice

(L) C.

(LY Many of the non-cxhaustive sub-categories for ltem Numbcrs 7-12 are themselves
deficient because they further lack specificity and particularity. For each of these items, the
defendant notices “information” lor “sources of information” related to a sub-category without
specifving what those sources of information are, let alone the specific classified information that
the defendant intends to disclose publicly from within those sources of information. The United

States objects to Item Numbers 7.¢., 7.d., 7.e., 7.1, 8.b., 9.b.,, 10.d., and 10.c. on this basis.”

*(U0) Further, us demonstrated in Section 11.C. below, many of the non-exhaustive sub-categonices
nrovide no help as many of them are similarly non-specific.

"(U) Another sub-catcgory is obiectionabl becausce it 1s vaguc, See Second CIPA Section S
N{')[ice, ]ten] Nun]bcr 7_5 ! :gfﬂ %"*‘ H;i:; u u‘: | 1 , 1; w;,r nfr !s e {{J w JJ r’,fl,iq.{hiilﬁli? -**’t* Jf. *; {.EIJW (CInphaqlq

added).

10
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Indeed, cach of these items reads less like a notice of specific information that the defendant
intends to disclose at trial, and more like a new discovery request. The defendant should not be
pecrmitted to impose on the United States the burden of investigating and then detailing for him
any classified information that could relate to these overly broad categories. Again, CIPA does
not countenance such an attecmpt at “suddenly shifting the burden . . . to the government to

anticipate and state what it fears from ‘greymail.”” Collins, 720 F.2d at 1199.

T

(L) D. Fallure to Specify the Classified Information Within a Document

(U) The defendant’s Notice also lists many lengthy documents, such as FBI 302s, that
contain 4 vanety of classified information on multiple topics, without specifying the particular
information in those documents that the defendant reasonably expects to disclose publicly at
trial. The United States objects to It:lem Nufnbcrs 5,7.a.,7b,10b.,11.g,11.h, 11k, 11l.m, 15,
and 14 on this basis. Such notice 1s inadequate because it does not point the United States to

“exactly” what information in these particular documents the defendant seeks to disclose.

Rewald, 889 F.2d 855 (quoting Miller, 874 F.2d at 1276). In order for the United States to

cvaluate meaningfully whether the defendant seeks to elicit information that is classified and
objectionable, the United States needs to know what aspect of these documents the defendant -
secks to adduce ar trial, rather than having to sift through the entire document and object to every
single item of classified information.
(UJy 111.  Conclusion

(L) For all of the foregoing rcasons, prior to proceeding to the CIPA Section 6 stage, the
Court should order the defendant to file a new Section 5 Notice setting forth with speciticity and
particularity the classified information that he reasonably expects to disclose or cause to be

disclosed in connection with any trial or pretrial proceeding. Collins, 720 F.2d at 1200 ("[N]o

11



determined.”).

Section 6 hearing should be held until the sufticicney of the 5(a) notice . . . has been
Alternatively, the Court should preclude the disclosure of any classified

information falling into the objectionable categories in the defendant’s Notice,

Respectiully submitted,
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