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UNITED STATES DISTRICT COURT  Information Security Officer
FOR THE DISTRICT OF COLUMBIA  CISO3M

Date  Z/\\ [}
Criminal No. 10-225 (CKXK)
FILED

JUL 2 4 2013

Clerk, U.S. District & Bankruptcy
Courts for the District of Columbia

UNITED STATES OF AMERICA
V.

STEPHEN JIN-WQO KIM,

R N N N N N

Defendant.

DEFENDANT STEPHEN KIM’S FOURTH MOTION TO COMPEL DISCOVERY
REGARDING IMPROPER [ SUBSTITUTIONS AND REDACTIONS)

Defendant Stephen Kim, by and through undersigned counsel, herehy moves' this

Honorable Court for an Order directing the government to provide unredacted copics of the

classified discovery materials, in particular, to discl_“sct

forth in the discovery materials instead of:-provided by the government thus far.

without fi1st obtaining Court approval violates CIPA and is not otherwise permitted by law in a
criminal case. ‘This is particularly so given that the defense is not secking authority to disclose

_ publicly; that issuc will be taken up by the Court in the CIPA Section 6 pracess. At

this stage, all that is sought is an opportunity for defense counsel with the appropriate security

clearances (o review this information in their SCIF.
1. Factual Backcground and Procedural History
A. The List of 168 Possible Leakers

Mr. Kim is charged with one count of disclosing national defense information to a person

not entitled to receive it in violation of the Espionage Act, 18 U.S.C. § 793(d), and one count of

! In addition to this motion, the defense is filing three motions to compel discovery
corresponding to the categories of requests previously made to (and denicd by) the government.
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making false statements o a federal official in violation of 18 U.S.C. § 1001(a)(2). The
Indictment alleges that in or about June 2009, Mr. Kim disclosed the contents of a classified
report “concerning intefligence sources and/or methods and intelligence about the military
capabilities and preparedness of a particular foreign nation” to “a reporter for o national news

organization.” Dkt. 3 at 1. During discovery, the government has clarified that the “classified

1

report” referenced in the Indictment is-3530-09,—
—mxd the reporter is Tames Rosen of Fox News.

At the core of the government’s proof are spreadsheets, generated as the investigation has
progressed, that purport to identify all the people who accessed, or may have acccsscd,-
prior 1o the publication of a June 11, 2009, article by Mr. Rosen that contained the allegedly
leaked information (hereinafter “the spreadshects™). By the government’s current count, 168
people accessed the intelligence information at issue in one form or another prior to the

publication of the Rosen article. Mr, Kim was one of those 168 people. This motion is being

subrmitted because the governmeut has refused 1o provide defense oounsel—
The government’s case against Mr. Kim is premised on the notion that an identifiable,
finite number of government employces and contractors accessad- prior to the posting of
the Rosen article on June 11, 2009, and that Mr. Kim is the only one of the 168 who both
acww.d. aud was in contact with Mr. Rosen on that date. In order to prepare Mr. Kim's

defense, defense counsel must have the ability to investigate the facts surrounding the other 167
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Mﬁ&nﬁﬂvﬁwﬁm“
potential sources to demansirate that the government’s belief that Mr. Kim is the only possible

leaker is incorrect.”

B. The Discovery Substitutions

The povernment first produced a spreadsheet identifying 118 individuals lo defense
counsel by letter dated March 8, 2011, See Dkt. 58, Ex. 13 at 1; Ex. I (“Listof 1187). A 11%h
person was later identified, see Dkt. 91, Ex. 1, and a subsequent list was produced by letter dated
November 30, 2012, bringing the total number to 168. See Dkt. 91, Ex. 4, at 3-5.

A review of the spreadshect and its supplements reveals that the govermment has

dog x
P AR T R T U L

C.  The Governmient's Original Rationale for the Substitutions, Now Abandoned
In its March §, 2011, letter, the government acknowledged that the individuals identificd

on the spreadsheet were peoplc who may bave accessed the alleged NDI prior to the publication

? As set forth in the defondant’s separate motion to compel discovery regarding other contacts for
the reporter, the government's attempt fo limit and identify the universe of potential sources has
been demonstrably unreliable, having grown from 78 people at the outset of the investigation, to
118 people at the time of indictment, to168 people by November 2012. See Sccond Mation (o

" Compel at 2-3.
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As discussed infia, Section 4 of CIPA provides the mechanism by which the government
can seek to redact/substitute classified information from discovery in a criminal casc. J3ased on
the absence of prior entries on the docket, the government did not file a CIPA Scction 4 motion
seeking this Court’s permission to use these substitutions.

D.  TheMeef and Coufer Process

The defense asked the government {o mvxda‘
the spreadsheet during the discovery process. Defense counsel understood that this information
would be provided in the same manner as the other classificd discovery in this casc, and counsel

acknowledged 1bai the use of such substitutions might be necessary and plupcr_

i See Dkt. 80, Ex.10, at 12. The govemment denied this

request, staling that it calls for classified material to which the defense is not entitled. See Dkt

80, Bx. 16, at 5. The governmeat did not rely on the claim
-in it written response, and thus the defense presumes that that rationale has boen
abandonel.

IL Argument

The government’s use of substitutions for— at this

discavery stage is improper on both procedural and substantive grounds. As a procedural matter,

CIPA § 4 provides the sole mechanism by which the government can redact or substitute
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information from discovery in a criminal case on the ground that the information is classified.

That statuts does not permit the government (o substituie unilaterally; instead, it must obtain the

Court's permission on a sufficient showing. There is no docket entry indicating that the

government followed the required procedure here, and it cannot substitute for_

— without lcave of the Court

Morcaver, even had the government sought this Court’s approval, it would not have been

Accordingly, for the reasons set forth below, the Court should ptder the government to

A. The Government Failed to Obtain Court Approval for the Substitutions
Under CIPA §4

In response to the defendant’s June 22, 2012, discovery letter requesdng-
—on the spreadsheet, the government claimed that that inforination was
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classified and the defense was not eatitled toit.

- ) E en the government was required to obtain penmission
of the Court under CifA § 4, which it did. notdo. Accordingly, the Court should require the
. povenunent to seek authority to redact under CIPA § 4, or provide the defense with copies of the
discovcry_ forthwith
CIPA is the procedural statute that manages the discovery and disclosure of information
relating to national security. See 18U.S.C. App. 3 § 1. The only provision of CIPA that permils,
under defined circumstances, a limitation on discovery materials is Section 4.° That statute
. authorizes, but does not require, the Court, on a “sufficient showing;” to do one of three (hulgb
with respect to ciassi‘ﬁed information in the discovery materials:
1. Delete specified items of classified information from documents to be made available
to the defendant through discovery;
2. Substitute a suunmary of the information for such classified documents; or

Subxtitute a statement admitting relevant facts that the classified inforration would

fad

tend o prove,

[8US.C. App. 3 § 4.
A number of critical points emerge here. First, CIPA Section 4 allows the Court to

authorize these three actions based on a “sufficient showing™ by the government. I does not
grant any authority (0 the government to delete or substitule in the first instance. Second,
allowing these substitutions/deletions is permissive, not mandatory; the Court is not required to

authorize the deletions or substitutions even if it finds that the government has met its burden.

3 Section 4 does not address whether the information may be disclosed at trial, nor does it change
the plain meaning of terms otherwisc contained in the rules of discovery. Issues related to the
disclosure of classified infoomation at trial are covered by CIPA Section 6.
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A review of the docket indicates that the goverment did not seek the Court’s penmission

to-substitute and redact the discovery in this case. Without such permission, the government
atlempted 1o bypass the judicial supervision that CIPA requires (o ensure that the defendant’s
rights are protected in eriminal discovery. Had the government followed CIPA, it would have
had 1o provide the Court with a detailed showing ﬂ}a- not “relevant and
helpful” to the preparation of the defense. A mere representation or certification that the
‘nformation al issuc is nol exculpatory would not suffice. See generaily Al Odah v. United
States, 559 ¥.3d 539 (D.C. Cir. 2009) (applying CIPA standard 1o withheld classificd discovery
in Guantanamo Bay habeas corpus actions). As dismefi infra, the government could not mect
this burden.* Ultimately, if the government is permitted to substitute without Court appr.uval, 48
it has done here, CIPA Scction 4 would be rendered a nullity.

|

1t bears repeating that the defense is not seeking to disalose-

-at trigl or in any other public docuinent at this time. Counsel recognize that any public
|

disclosure would have to be approved by the Court pursuant to CIPA Section 6. All that would
oceur would be {he disclosure to counsel, with security clearances, in the SCIF, and subject to

the Protective Order - - procedures that already govem the other classified discavery in this casc,

1 Clearly Relevant and Helpful to the
[Wusi be Produced Under Yunis

The standard 1o be applied in-a CIPA Section 4 analysis is well-established. If the
governmeni asserts a colorable claim of its national security privilege over classified information

sought in discovery. that information must be produced if it “crosses the low hurdle of
* Moreaver, even though CIPA § 4 permits the government to proceed ex parte, the defendant

would have been given an opportunity to file a motion for reconsideration and make a record for
appeal if the redactions/substitutions were approved. See Unifted States v. Libby, 429 F. Supp. 2d
18, 26 (D.D.C. 2006) (permiitting motion for reconsideration of ex parte CIPA § 4 ruling).
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relevance” and is “at least helpful to the accused.” See Unifed States v. Mejia, 448 F.3d 4306,
455-56 (D.C. Cir, 2006). If the classified information is both relevant and helpful to the defense,
it must be produced, notwithstanding the government’s claim of privilege. United States v.
Yunis, 867 F.2d 617, 621-23 (D.C. Cir. 1989). To be “helpful,” the evidence need not rise to the
level that would trigger the govermmnent’s obligation under Brady. Unifed States v. Aref, 533

F.3d 72, 80 (2d Cir. 2008); Mejia, 448 [.3d o1 456-57. The “at least helpful” test is applied in a

faghion that gives the defendant the benefil of the doubl. Mejia, 448 F.3d at 458.

“relevant and helpful”

to the preparation of f:he defense. Ind)&d, the government

e s,

has already acknowledged the

lmsAmt pmducc mtw repord
- Itis &&i-csi%bli#lwd that information that may lead to the discovery of witnesses or
evidence is material to the preparation of the defense. Under Rule 16, evidence is material,
ammxg other things, if “(here is a strong indication that it will play an important role in
uncovering admissible evidence, aiding witness preparation . . . or assisting impeachment or
rebuttal.” United States v. Liopd, 992 F.2d 348, 351 (D.C. Cir. 1993) (internal quotation
omitted). Documents are material if they help the defense to ascertain the strengths and
weaknesses of the govermnent’s casce. United States v. Marshall, 132 I:‘.Bd 63, 67-68 (D.C. Cir.

1998). The defense is entitled 1o use such materials to prepare its trial strategy and conduct

. investigations to discredit the government’s evidence. Id, at 68.
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The decision Vin Al Odaiz oﬁbﬁ; a helpful compan’éon.. In thétvcésc, th; court applied the
CIPA standard to the discovery of classified information by counsel for certain Guantanamo Bay
defainces. The detaince’s counsel sought discovery of redacted portions of certain classified
documents that related to individuals other than the detainees at issue. The government resisted,

' arguing that the information was “especially sensitive source-identifying information” that the
detainees had no “need to know,” and further certified that the redacted information did not
support a determination that the wquesﬁug detainee is not an enemy combatant, 559 F.3d at 543.

The district court ordered the information produced pursuant o the Pratective Order in

the cse and the govemmout appedlody
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coursel have no means to

i i

Deforse ootmsel liave 1o abilify i

i i e 4

case.’ A&mdmt I ) is squarely within the
cafegory of information that is “relevant and helpful” to preparation of the defense and must be

produced.

* As set forth in the defendant’s separate motion to compe! discovery regarding other wmaets for
the reporter, the government has not been able to account for those people who may have
obtained access to the alleged intelligence through hard copies of the report or word-of-mouth.

See Second Motion to Compel at 6-7.

;1tis important to note j

0
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C.  Any Nen-CIPA ngstiﬁcations for Redae&ag-ﬁo Not Apply
1t is not disputed that the government is permitted to redact or wiﬁzhold-
-:ﬁmn discovery in ceitain circurnstances in non-CIPA cases. As the Court is well-

aware, the government may rely:

progeny to atiemp! to withhold

ﬂwgavmmenfmku sucha c.{a:m,
h rns have already been taken

ek

info account by the Profeenve Oréer th
the classified dmovery Acmd&ngly neither of these nop-CIPA rationales could support the

A proceddres, and the limitation on counsel’s use of

government’s use of Jlin the discovery matesiels.’

71t 1s worth reiterating that what may or may not be adsmt{ed at teial is a different consideration .
than what has to be provided to the defense during the brog ;

proceeding. Auy concerns dbouit the public disclosuie
by the Court dunng the CIPA pwm

R P R R i
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D. The Goverument’s Farther Use of Redactions is Similarly Improper

In addition I giﬁisﬁtuﬁmw, the government has utilized significant

X3 R i e

redactions uuuughoumsclasslﬁed i Q/Vcry production. Given the absence of a docket entry
suggesting otherwise, the defendant presumes that the government did so without obtaining
Court approval under CIPA § 4. For the reasons discussed abave, this is impermissible and the
government sbould be ordered to either (a) provide unredacted capies, or (b) seek Court approval
10 redact on 2 sufficient showing under CIPA.

Somse of these redactions are discussed elsewhere in the defendant’s other motions filed

with the Court today, and are the subject of requests for the disclosure of the presently redasted

portions. Also important, however, is the government’s decision tg

. o s s s> b S o i

in digcovety, a

L e P e
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HL.  Conclusion
CIPA provides a mechanism for the Court-supervised redaction of classified discovery
materials (o the extent that they are not “relevant and helpful” to the defense. The government in

this case has redacted the classified discovery and substitute:

The govemment chose to bring this prosecution. [t chose (o do so on the theory that Mr.

Kim was one of a limited number of people within the government who lx&d access to the

( 1986) {affirming defendant’s right to a meaningful opportunity to present & complete defense).
The government cannot be pernitied to simultaneously prosecute the defendant and “attempt to
restrict his ability to use information that he feels is necessary to defend himself against the

Al
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prosceution.” United States v. Fernandez, 913 F.2d 148, 154 (4th Cir. 1990). “Although CIPA
contemplates that the use of classitied information be streamlined, courts must not be remiss in
protecting a defendant’s right to a full and meaningful presentation of his claim to innocence.”
Id

WHEREFORE, for the reasans set forth above and any others appearing to the Court,

the defense respectfully requests that the Court enter an Order compelling the govemment (a) lo

provide mzxédadad copws of thc in&llig&ace docum

were previously produced in redacted forn.
Respectfully submitted,

DATED: February 11,2013 _../sl Abbe Dayid Lowell
Abbe David Lowell (DC Bar No, 358651)
Keith M. Rosen (DC Bar No. 495943)
Scott W. Coyle (DC Bar No. 1005985)
CHADBOURNE & PARKE LLP
1200 New Hampshire Ave NW
Washington, DC 20036

Counsel for Defendant Stephen Kim
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA ) Criminal No. 10-225 (CKK)
)
Y. )
)
STEPHICN JIN-WOO KIM, )
)
Defendunt. )
PROYOSED ORDER

For the reasons set forth in Defendant Stephen Kim’s Fourth Motion to Compel

Discovery (Regarding Improper] 'Substitutions and Redactions), the govermment is

‘hereby ORDERED 1o produce:

(1

{or priur iterations

of the sume intelligence teport) priorto publication of the Rosen article on June

11, 2009 and

(@)  usredacted copies of the intelligence documcn-

which were previously produced in redacted form.

. Hon. Collesn Kollar-Kotelly




