Case 1:.07-cv-00430-EGS Document 4-7  Filed 07/20/2007 Page 1 of 26

Declaration of Scott A. Koch
Information and Privacy Coordinator
Central Intelligence Agency

Exhibit D

J. William Leonard Letter
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700 Pennsylvania Avenue, N Washingto, DC 20408

- Febroary 4,2004 -

Mr, Franz Boening -
- | Deer Mountain Estates
- Harpers Ferry, WV 25425

Dear Mr. Boening:

- Inyour initial corresﬁondénge of De_éezhbc‘_f 13,2002, you outlined a number of
' ~ oppositions-with respect to hew_the:Cantral Intelligence Agency (CIA) has handled

+ Interagency Security Classification Appeals Panel (ISCAP) with respect to several - .

. documents associated with your original “whistleblower™ complaint. Second, that you

. believe CIA improperly classified informatioh contrary to the provisions of Executive
Order 12958 as amended (Order). - =~ - - T o

Wiﬂi-réspeét to the first complamt, in‘,b_rder for individuals to liaVe s\‘andmg tofilea

classification challenge with the ISCAP, they must be “authorized holdets of ..

Iuformation™ (Order; §.1.8). An “authorized holder™ iy, defined in the Information .
Security Oversight Office’s (S00) Classified National Security. Information Directive

-, +No. 1(Part 2001, 32 C.F.R ) as “any individual-,... 10 has been granted accessto |
. Specific classified Information in accordanice with the provisions of the Order ...”, In . -

' ‘specific classified information accessed in-preparation of your ériginal complaint. As - .
' Such, notwithstinding my initial. determination of April 13, 2003, based upon additional* .
information provided by the CIA, 1 have determined that you are not an, authorized holder.
of the information which you aceessed in preparation of your complaint. Thus, in this

- dnstane, you oot bave standing to make 2 classification challenge to the ISCAP in
| accordance withthe Order, . orchate .
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- Notmthstandmg my dctcnmnzuon abovc, Idid pursue your complamt pursuant to
" §52 (b) (6) of the Order which charges me with the responsibility to “¢onsider and take
' - action on complaints and suggestions from persons within or outside:the Govemmcnt
-with respect to the- administration of the program established under (the) Order,”"

! E "-' ' _ Speclﬁcally, I pursued your complamr that the CIA mmonezrlv c_:la531ﬁed mfnrmatj_gn :

contrary to provxsmns of the Order. _
,Based upon my re\uew of ﬂns second compla.mt, to mcludc areview of the spemﬁc ‘ .
information in quesuon, I have determined that the information satisfies the classﬁcatmn.'
 standards:set forth in § 1.1 of the Order. I further determined that the information. - '
SRR concemed intelligence activities, sources and methods dnd thus satisfied the criteria set
- forthin§.1.4 of the Order. Finally, based upon information made available to me, ] have
. ;conclided that the CIA’s classification decision in this instanice was notinorderto - .
~ circumvent any of the: prohibitions-and limitations of § 1.7 of the Ozder, In view of the
- above, Thave determined that the CIA’s classification of the information in question is
) apprcpnate and find no ‘merit m support of ‘your complamt.

I understand that the CIA is working with you in order to develop am unclassxﬁed version:.
of your ongmal complamt. | encourage you; 1o contmue work.mg wrch them to that end.

R Smoerely,
/Szgned/ J. William Leonard -

- J. Wﬂham Leonard v
Dn:cctor :
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Publications Review Board
1H11 IP Building
E-mail: prb@ucia.gov

Mr. Franz Boening
SR Dcer Mountain Est.
Harpers Ferry, WV :25425

Dear Mr. Boening:
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Washington, D.C.20505

Telephone: 703.613.3070
703.613.1219
Facsimile: 703.613.3004

5 January 2006

~ Inresponse to your e-mail message of 28 November 2005, the Publications
Review Board requires that you rewrite your “M Documents” outside of a government
memo format stating in your own words what you desire to communicate. As mentioned
in our previous messages, what you resubmit must include specific, open source citations
(author, title, source, date, page) for the statements you wish to make. These citations
must be placed in the body of the text linked to specific sentences and paragraphs.

Please contact me if you have any questions or if we can be of assistance.

| Sincerely yours, .
R Ak

R.Puhl
Chairman, Publications Review Board
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Washington, D.C.20505

" Publications Review Board 4 : Telephone: 703.613.3070
1H11 IP Building : Facsimile: 703.613.3004
Washington, D.C. 20505 ‘ o E-mail: prb@ucia.gov

20 June 2006

Mr. Frani Boening

@R Deer Mountain Est.
Harpers Ferry, WV 25425
Dear Mr. Boening:

The Publications Review Board has completed its review of your fnanuscn'pt

" consisting of five memorandurns dated 10 May 2001, 16 January 2003, 24 March 2003,
20 May 2004, and 22 November 2004. The Board determined that, in accordance with

the terms of your secrecy agreement, the following information in your manuscript is
inappropriate for dlsclosure in the public domain and must be revised or deleted prior to
publication: : S

10 May 2001 Memorandum
"Page 33

Delete the third word in the line.

Lines 11 - 12

Delete the seventh word in 11ne 11 through the first word in line 12.

"Lines 18 - 19

Delete the last word in hne 18 through the fifth word in line 19

‘Lines 20— 26 -

Delete all of hnes 20 through 26.

. Line 29

Delete the first word in theline.
Line 35 : ‘ :
' Delete the third word in the line.

Page 34

"Line 16

Delete the fourth word in the line.
Lines 16 — 17 '
Delete the eleventh word in line 16 through the fifth word in line 17.



- Line 23

Line 27

. Line 5

" Line 31

Case 1:07-cv-00430-EGS "~ Document 4-7  Filed 07/20/2007  Page 8 of 26

Line 20 , _
Delete the seventh word in the line.-

Line 21 ‘ ‘ ,

Delete the ninth word in the line.

Delete the ninth word in the line.

Delete the th1rd word in the line.

- Line 37

Delete the fourth word in the line.

Page 35
Line 2
Delete the penultimate word in the line.

Delete the first word in the line. -
Line 6 I :

Delete the third word in the line.
Line 10 ‘

Delete the eighth word in the line.
Line 11 o

Delete the ninth word in the line.
Lines 15-16 '

Delete the srxth Word in lme 15 through the sixth word 1n line 16.
Line 16 :

Delete the last word in the hne
Lmes 17-25

Delete the eleventh word i in line 17 through the first word in llne 25. :
Line 26 v
, Delete the sixth word in the line.
Line 27 o
Delete the tenth word in the line.

_ Delete the eighth through eleventh words in the line.
Line 32

Delete the eighth word in the line.
Lines 32 -33

Delete the thirteenth word in 11ne 32 through the first word in line 33.
Line 34

Delete the seventh and tenth words in the line.
Line 36.

Delete the seventh and thlrteenth words in the line.
Line 37

Delete the third and eighth words in the line.

Pa‘gé 2
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Lines 38 — 40
Delete the third Word in line 38 through the second word in line 40.
Line 40
Delete the eleventh word in the line.
Line 41 S
Delete the sixth word in the line.

Page 36
Lines 4 — 7
Delete the sixth word in line 4 through the eléventh word in line 7.
Tine 13
Delete the fourth word in the line.
Line 15 . :
- Delete the ﬁrst and twelfth words in the line.
Line24
Delete the ﬁrst word in the line.
Lines 25 -30 ‘ , '
Delete the eleventh word in line 25 through the first word in line 30.
Line 33
Delete the first and last words in the line.

Line 34

Delete the fifth word in the line.
Line 36 -
Delete the first word in the line.

Page 37
Line 1 »
Delete the sixth word in the line
Line 3 _

" Delete the third through sixth word in the hne
Lines 11 - 22 _

- Delete the eleventh word in 11__ 11 L_rough the tenth word in line 22.

Line23

Delete the fourth word in the line. .
Line 25 :
 Delete the first word in the line.

" Line 26

Delete the first word in the line.
Line 27

Delete the fourth, ﬁfth and last words in the hne
Lines 29 — 32

Delete the seventh word i in line 29 through line 32.
Line 37

Delete the seventh word in the lme. :

Page 3



* Line 10
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Line 38
 Delete the first word in the 11ne

- Page 38
- Lines 1 — 10

Page 10 of 26

Delete the first word in line 1 through the penultimate word in line 10.

| Line 12

Delete the eighth and ninth words in the line.
Line 13
Delete the first word in the line.

Delete.the fourth word in the line.

" Line 23

Delete the second through fourth words in the line.
Lines 23 — 28
. Delete the exghth word in line 23 through 11ne 28.
Lines 29 — 35

Delete the seventh word in hne 29 through the last word in 11ne 35.

Lines 36 —41
Delete the ninth word in line 36 through line 41.

Page 39
Lines1-3
~ Delete the first word in line 1 through the fourth word in lme 3.
Lines 7-9 :
Delete the last word in 11ne 7 through the third word in 11ne 9.

: Delete the ninth word in the lme
Line 11 c
Delete the tenth and eleventh word in the line. R
Line 18 ' o - :
Delete the last word in the line.
Line 21 o

Delete the eighth word in the line.
Line 23 o
' Delete the fourth through seventh words in the line.
Line 24 ‘
Delete the penu1t1mate word in the line.

- Line 39

Delete the seventh word in the line.

Page 4.

'Lines 13 — 16 d
Delete the twelfth word in line 13 through the penultimate word in line 16.
Line 19 ‘ ‘ :
 Delete the seventh word in the line.
Line 21
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Page 40
Line 1
Delete the-seventh word in the line.
Line 4
Delete the ﬁrst through sixth words in the hne

| . Lines6-15

Delete the eighth word in line 6 through the last word in line 15.
Lines 16 — 17
" Delete the last word in line 16 through the seventh word in line 17
Line 18 _
’ Delete the first word in the
Lines 18 — 21 :
Delete the seventh word in line 18 through the second word in line 21.
Line 21
Delete the penultimate word in the line.
Lines 22 — 25
Delete the fifth word in line 22 through the second word in line 25
Line 27
. Delete the first and last words n the line.
Line 31
: Delete the eighth word in the 11ne
Line 39
‘ Delete the third word in the line. . .

Pages 41 53
Delete all of 1 ‘page 41 through page 53.

Page 54
‘Line 2
Delete the third and nlnth words in the line.
Line 10
Delete the tenth word in the hne
Lines 11 — 12 -
~ Delete the first word in lme 12 through the eleventh word in line 12.
Line 25 -
Delete the th1rd through last words in the line.
Line 26
Delete the eighth through tenth words in the line.
Line 28
Delete the tenth word in the line.

Line 30 ' :
~_ Delete the ninth and tenth words in the line.
Line 33

Delete the fourth word in the l_ine.

Page 5



Line 17

" Line 7

- Line 8

Case 1:07-cv-00430-EGS  Document 4-7 . Filed 07/20/2007 ~ Page 12 of 26

~ Page 55

Line 1
Delete the fourth and fifth Words in the line.

Delete the erghth and ninth words in the 11ne
Line 21 '
Delete the fourth word in the line.

‘Lines 22 —23

Delete the second word in line 22 through the tenth word in line 23.
Line 24 :

Page 57

Line 16

Delete the fifth through eighth words in the line.
Lines 19 -24
Delete all of lines 19'through 24,

Page 58

Line 2 e
_ Delete the last word in the line.

Lines 3 -4 ' ‘ .

Delete the last word in line 3 and the first word in line 4.

Delete the ﬁfth word in the line.

Délete the eighth word in the line.

Lines 9~ 10

. Delete the thll‘d word in line 9 through the eighth Word in line 10.
Line 11 .
Delete the sixth through tenth words i in the hne

Lines 12 14

Delete the third word in line 12 through line 14.

- Lines 15~16

- Delete the third word in line 15 through the second word in line 16.
Line 16

Delete the seventh through eleventh words in the line. -
Lines 17-20

Delete the penultimate word in line 17 through line 20.
Line 21 '

Delete the ninth through twelfth. words in the line.
Line 25

Delete the penultrmate word in the line.
Line 26 ‘

Delete the last word in the line.

Patge 6 -
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Lines33-36 . _
Delete the first word in line 33 through the ninth word in line 36.

‘Page 59

Line 1 ,

Delete the seventh word in the line.

Line 2 : .

Delete the first word in the line.

Line 3 _ S
~ Delete the sixth and seventh words in the line.
Line 7 | o

Delete the third, eighth, and ninth words in the line.. -
Line 8
Delete the first, 'second, and seventh words in the line.
~Line 16 \
Delete the third through ninth words in the line.
- Lines 16 — 17 ,
, Delete the penultimate word in line 16 through line 17.
Lines 19 —-20 : ' : :
. Delete the first word in line 19 through the sixth word in line 20.
Line 21 '
Delete the fifth word in the line. -
Lines 21 —22 : _ _ :
' Delete the tenth word in line 21 through the fourth word in line 22.
Line 22 - , . '
Delete the tenth word in the line.
Line 24 ' v C
Delete the first, third, fourth, and fifth words in the line.
Line 25 ’ . :
Delete the fourth word in the line.
Line 26 ' ' ' .
Delete the fifth through twelfth words in the line.
Lines 27 — 28 o _ ‘
Delete the third word in line 27 through the third word in line 28.
Line 29 ‘ . '
Delete the second through last words in the line. '
Line 30 . ' R ‘ '
Delete the seventh through last words in the line.

Page 60
Line 1 ~
Delete the fourth word in the line.
Line 6

Delete the fourth word in the line.

Page 7



~ Line 15
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Line 8 . ,
Delete the second and third words in the line.
Line 9 L
Delete the first word in the line.
Lines 10 —-25 '
- Delete the tenth word in line 10 through line 25.
Line 26 :
Delete the ninth word in the line.
‘Lines 29 - 38"
Delete all of lines 29 through 38.
Lz 11! C

Delete the seventh word in the line.

~ Page 61
Lines2 -3
: - Delete the tenth word i in line 2 through the first word in line 3.
Line 3
 Delete the third word in the line.
~ Line 6
' Delete the ninth word in the line.
Line 9 ‘
Delete the sixth- word in the line.
Line 10 .
. Delete the fifth and sixth word in the line.
Line 12 |
Delete the th1rd word in the line.
Line 14
‘ " Delete the seventh, eighth, and penult1mate Words in the 11ne

Delete the seventh word in the line.
Lines 1718 : '
Delete the third word in line 17 through the first word in lﬂne 18

16 January 2003 Memorandum
Page 62 ' '
" Line 2

Page 14 of 26

Delete the fourth word in the line. Please note that we have deleted the last names

“of current Agency employees You may wish to substitute an initial for the last

names.
Line 3

Delete the third word in the line.
Line 12

Delete the second word in the line.
Line 14

Delete the eighth word in the 11ne

Page 8 -



‘Line 13 -
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Line 17 |
Delete the third word in the line.
Line 38 ,
Délete the sixth and ninth words in the line.

Page 63
Line 5 ,
Delete the fourth word in the line.
Line 12 - o
Delete the first word in the line.
Line 24 '
. Delete the third word in the line.
Line 26 - '
Delete the fifth word in the line. -

Line 28

Delete the eleventh word in the line.
Line 33 :
Delete the eleventh word in the line.
Line 36 o :
Delete the seventh word in the line.
Line 37 ’ "

. Delete the second word in the line.

Line 39 _

Delete the eighth word in the line.
Line 41 ' '

Delete the tenth and thirteenth words in the line.

Lined2 A

Delete the first and fourth words in the line.

Page 64
Line 6 : -
Delete the second word in the line.
Line 8 , |
- Delete the third word in the line.

Delete the fourth word in the line.
Line 15 ‘
Delete the tenth word in the line. -
Line 18
Delete the third word in the line.
Line 20 _
Delete the fifth word in the line.
Line 24 , .
Delete the second word in the line.

Page 9

Page 15 of 26



Line 22

_ Line24
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. Line 25

 Delete the third and fifth words in the line.
Line27 I
Delete the second word in the line.

Page 65
Line 2 _ _ '
Delete the fifth word in the line.

Delete the ninth word in the line.

Page 66
Line 15 : ‘
Delete the fourth word in the line.
Delete the second word in the line.
Line 26 _

Delete the twelfth word in the line.

Page 67
Line 13 :
Delete the last word in the line.
Line 14 ; - . _
Delete the twelfth word in the line.

24 March 2003 Memorandum

Page 2 ' '

Lines 11 -12 » o : 4
Delete the third word in line 11 through the third word in line 12. The Agency
does not acknowledge a relationship with this individual.

Lines12—16 _ ' o |

Delete the eighth word in line 12 through the first word in line 16.

Line 34 B SR ' :

~ Delete the sixth word in the line.-

Line 36 '

“Delete the tenth word in the line.

Page7
Line 31

Delete the thirteenth and fourteenth words in the line.
Lines 33 — 40 ' '

. Delete the twelfth word in line 33 through line 40.
Line 41 ' : ' .
Delete the twelfth word in the line.

- Page 10
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Page 9
~ Line 21 ,
Delete the third word in the line. You may wish to substitute an initial for the last
name. ' ‘ '
Line 23
Delete the third word in the line.
Line 36 '
' Delete the second word in the line.
Line 37
Delete the last word in the line.

_ Page 10
Line 6 - ' - o
Delete the eleventh word in the line.

Page 13-
Line 42 - . .
Delete the twelfth through sixteenth words in the line.

Page 17
Line 2 : o
Delete the sixth word in the line. You may wish to substitute an initial for the last
"Line 3
Delete the fifth word in the line.
Line 4 ‘ o
Delete the fifth word in the line.
Line 6 ’
Delete the fifth word in the line.
Tine 8 .
o Delete the fifth word in the line.
Line 9 ' Co
Delete the fifth word in the line.
Line 10 o : _
Delete the fifth word in the line.
Line 11 _
Delete the fifth word in the line.
Line 13
: Delete the fifth word in the line. -
Line 16 -
. Delete the fifth word in the line.
Line17 - :
~ Delete the fifth word in the line..
Line 19 ‘ _ '
Delete the fifth word in the line.

Page 11
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Line 20 -
: Delete the fifth word in the line.
Line 21 o j
Delete the fifth word in the line.
Line 22
Delete the fifth word in the line.
Line 25 : _
Delete the fifth word in the line.
Line 26 _
" Delete the fifth word in the line.
7

T sonn D)
LALIG &

o

Delete the fifth word in the line. .

Line28 = o ~
" Delete the fifth word in the line.

Line 29 '

Delete the fifth word in the line.

Page 18

Line 5 : : . -

- Delete the fourth and fifth words in the line.

Line 7 ' : ' ' ‘
‘Delete the fourth through seventh words in the line.
Line 9 . o
_ Delete the tenth word in the line.

Line 13 o
Delete all of line-13.

" Lines18-19 | - . .
Delete the thirteenth word in line 18 through line 19.

Line 23 _ '
Delete the fourth and fifth words in the line.

Line 25 ,

: Delete the seventh through tenth words in the line.

Line 31 ' -

Delete the fourth through eighth words in the line.

Line 32 '
Delete the fifth through last words in the line.

Page 19

Lines1-2 A ‘ ‘
. Delete all of lines 1 and 2.

Page 12

Page 18 of 26 |
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20 May 2004 Memorandum
Page 23 '
Line 7 : _
Delete the last two words in the line.
Line 8 '
Delete the first word in the line.
Line 9 ’ _ :
Delete the fourth through sixth words in the line.
Line12 ' '

Delete the second word in the line.
Line 16 _ ©

Delete the first three words in the line.
Line 22 . .
Delete the fourth through seventh words in the line.

Delete the ninth word in the line.
Line 26 - ,
Delete the last two words in the line. -

Page 24 ‘
Line 44 ' 4 :
~ Delete the fifth and sixth words in the line.

Page 28
Line 2 :
Delete the sixth word in the line.

~ Page 29
Line 1 :
Delete the eighth word in the line.

Page 30

~Line 35 o ‘
Delete the fifteenth word in the line.

Line 39 o

Delete the eleventh word in the line.

22 November 2004 Memorandum
Page 1 -
Line 33 -

Delete the third word in the line.

Page 2

" Line2

- Delete the last word in the line.

| Page 13,

Page 19 of 26



Case 1:07-cv-00430-EGS  Document 4-7  Filed 07/20/2007  Page 20 of 26

A copy of the edited pages is enclosed for your records.

If you add material to or change the manuscript the Board has reviewed, yoil must
submit these additions or changes to us before giving them to your publisher or anyone
else. Please mark or otherwise indicate the new material clearly so we can expedite our

review. Additional items that require submission include, but are not limited to,

photographs, photograph captions, illustrations, diagrams, tables, charts, or maps.

The B-oar.d requires that you include the following disclaimer:

FONPSR.Y-X P
All statements of fact, opinion, or analysis expressed are those ofthe.

author and do not reflect the official positions or views of the CIA or any
other U.S. Government agency. Nothing in the contents should be
construed as asserting or implying U.S. Government authentication of
information or Agency endorsement of the author’s views. This material
has been reviewed by the CIA to prevent the dlsclosure of classified
information.

- The Board is also invpossession of a set-of reference documents that you provided.
Please inform the Board within ten days of receipt of this letter if you want them retumed
to you and we w111 do so.

Do not he31tate to contact me if you have any questions or if we can be of further
as31stance : :

Sincerely yours,

R -

A - R. Puhl _
Chairman, Publications Review Board

Page 14
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Declaration of Scott A. Koch
Information and Privacy Coordinator
Central Intelligence Agency

Exhibit G

PRB E-mail (June 30, 2006)
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'SubJect Re PRB review of M documents . '

From: ricl
Date: Fri, 30 Jun 2006 14:57:40 -0400

To: Frans Bocnine NN

: Franz .
- As.we have told you a number of times in the past, 1f you rewnte your M story in
" a different format, outside the official- -looking memo-type one it currently is in; and

" attribute those statements to open sources in the new format (as you: ‘basically
‘ have) there should be no problem with you oetfmo vnnr message out, The .

- deletions noted in our letter pertain to the mformatlon as presented in the old. -
format and not to the information itself. .
- As you should be well aware, anyone with access to classified systems can easﬂy' '
access classified 1nformat10n on a wide variety of subjects, including thiose they -
- don't work on. : : - |
-We are looking into the "1- 2 document" issue. :
‘We w1]1 return your source material. '
Let me know if you have any more quest1ons

" .Franz Boening erte‘:‘A -
~ Dear PRB,

Thank you for ﬁnally processing the majority of the M collectron of "personal
- documents." " Although it took your office 10+ months to almost complete the
job (i.e., about 1000% longer than the time it is supposed to take), you. actually.
processed the documents!" This is an accomphshment for me and for you
- (Please see para five below.) : -

. O’bviously, I have a b1g problem with your assertion. that M's name cannot be
mentioned by name. This is.the heart of the first complaint. But why can M's - .
name and country of employment not be released? Why not? He is mentloned
by name in all of the source documents that I prov1ded to. your office.

|- Moreover, I did not agree in my CIA secrecy agreement to keep newspaper

»artlcles, public analysis, public statements, and my personal opinions .

| secret. F1na11y, your office's letter of January 2006 -and Paul Chretien's

| multiple Lotus Note statements of summer 2005 said that the M documents

could be released if T demonstrated that they were based on overt sources. I did

this to everyone S saﬂsfactron ‘Do you now assert that T have not satisfied this -

lef3 L 11300061040 AM
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requirement? Why the change?' |
Please respond to the following questions:

1. Wherein my secrecy égreemen‘t did Iagree to keep overt information
secret? I recall having promised to keep CIA information secret, which, frankly,

I have done.. Which of my 80+ source documents did CIA author? Any‘?
Cite even one document please.

2. When and how during my CIA career did I have access to classifi ed

‘| documents on M that I used to write my collection? I vigorously deny ever
~ having read even one classified M document in my entire life. Did I ever
. work on Latin America topics in my entire career? Please explain.
(Note: Of course, as I acknowledged years ago, I have read previously classified
documents on M available at the National Security Archlve-—documents that
| . were produced by other USG agencies. But, the documents were no longer
classified when I read them.) :

3. Are the deletions your office took in my collection secret under law or
only "inappropriate for disclosure™ as your memo of 20 June asserted.
Does "inappropriate for disclosure'' mean secret under EO 12958? I noted
that none of your deletions c1ted the section of the EO that might allow the

- deletion. Why not? ,

How can CIA w1thhold medla and civil s0c1ety documents produced by
others? By what right can your organization do this? What section of the
EO allows this? Do the perogatives of CIA trump the First Amendment of
. the Constitution? If the deletions are not secret or otherwise classified, I do
; , not accept them. I am a retired Amerlcan, who refuses to forfeit his First

' Amendment rights! | -

(As you know, under CIA regulatlons the only standard you can apply to retirees
| is whether material is classified: Not format, not taste, not "we hate this guy,"
not "this is embarassing" etc. The material used in any dociiment submitted to
your office cannot be based on classified material; otherwise you can withhold it.
I have always accepted this. However, by your own standards, nothing in my
collection can be considered classified because none of it is based on CIA
material.) ‘

4, Why is the nervous CIA disclaimer necessary? Although I have always
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expressed a w1111ngness to CIA to 1nclude such a disclaimer--since 2001, in fact;
as a courtesy--why is a disclaimer necessary when no identity is mentioned? My
willingness to include a disclaimer was always premised on the assumption that
CIA would release the topic of discussion--M. I find the inclusion of a ,
disclaimer when no topic is mentioned to be, frankly, insulting. . (Kafkaesque,
perhaps?) Please note that even if M's name were included, it seems to me that
CIA will still have adequate deniability. Why not simply deny or not comment
on my M collection? Remember, CIA has asserted that my collection is personal
in nature. Personal, right? Private opinions, no? Based on newspaper |
articles? - Why do you see fit to delete the subject of conversatlon if your
dlsclalmer is included?

5. Where is the 1-2 document that I authored and originally acknowledged

| might rpt might be secret in 2001? This annex, you will recall, detailed the

| truly excrutiating details of M's alleged relationship with CIA, along with

~ the likely violations of law. Why have you not processed it? When will this
document be finished? Do I not have rlght to have all of my personal
documents processed? :

6. When is the last time that CIA sought to delete overt newspaper accounts,

public statements, and public analysis from the personal writings of a retired

| employee? Inthe 1970's? Ever? Is this a wise decision from a public policy
'standp01nt’7 Will this de01s10n withstand 1ega1 challenge'?

Kindly return to me my source materials. In the meantime, I reserve the
rlght to pursue release of further M 1nf0rmat10n--contamed in my
personal ertlngs --in another forum

' Most sincerely,
Franz Boening
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Declaration of Scott A. Koch
Information and Privacy Coordinator
Central Intelligence Agency

Exhibit H

PRB Letter (Aug. 11, 2006)
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Washington, D.C. 20505 .
Publications Review Board ‘ ' : " " Telephone: 703.613.3070
1H11 IP Building : . : 703.6i3.1219
E-mail: prb@ucia.gov A i . Facsimile: 703.613.3004

11 August 2006

Mz, Franz Boening ,
W Deer Mountain Est.:
Harpers Ferry, WV 25425

Dear Mr. Boemng

The Publications Rev1ew Board located the “2001 classified annex” document
that you created when employed by the Agency A classification review was completed
of the document. The Board determined that, in accordance with the terms of your
secrecy agreement, all of the information contained within the document is inappropriate
for disclosure in the public domain (i.e., is considered to be classified information).

- This concludes our action on your original request for the prepublication review
of your six-part manuscript consisting of five memorandums dated 10 May 2001,
16 January 2003, 24 March 2003, 20 May 2004 22 November 2004, and the 2001
class1ﬁed annex.

_ - We have now reviewed and deleted classified material from these documents.

~ You may use them as you see fit. If you undertake to rewrite these documents or
otherwise state in your own words what you desire to communicate, you are required.to

_‘submit this new material for prepublication review. What you resubmit must include
specific, open source citations (author, title, source, date, page) for the statements you
wish to make. These citations must be placed in the body of the text and be linked to

' spec1ﬁc sentences and paragraphs

Per your request, we are returning your reference packet along with this letter.
Sincerely yours,

R A

R. Puhl
‘Chairman, Publications Review Board



